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AUUG General Information

Memberships and Subscriptions
Membership, Change of Address, and Subscription forms can be found at the end of this issue.

All correspondence concerning membership of the AUUG should be addressed to:-

The AUUG Membership Secretary,
P.O. Box 366,
Kensington, N.S.W. 2033.
AUSTRALIA

General Correspondence
All other correspondence for the AUUG should be addressed to:-

The AUUG Secretary,
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Melbourne University,
Parkville, Victoda 3052.
AUSTRALIA

ACSnet: auug@munnari.oz
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kenj@moncsbruce.oz
Department of Computer Science, Monash University, Victoria

Robert E|r~ Secretary

kre@munn~.oz
Department of Computer Science, University of Melbourne, Victoria
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chris@gris.oz
Softway Pry. Ltd., N.S.W.

Chris Campbe$, Committee Member

chris@olisyd.oz
Olivetti Auswalia, N.S.W.

P~ers Lander, Committee Member

piers@ basser.cs.su.oz
Basser Department of Computer Science, Sydney University, N.S.W.

,~ohn Lions, Committee Member

johni@elecvax.oz
School of Electrical Engineering and Computer Science, University of New South Wales, N.S.W.

Tim Roper, Committee Member

timr@labtarn.oz
Labtam Limited, Victoria

Next AUUG Meeting
The next meeting will be held in Melbourne during August-September 1988.
Futher details will be provided in the next issue.
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AUUG Newsletter

Editoria|

I hope you enjoy this issue and please contribute to the next issue.

REMEMBER, if the mailing label that comes with this issue is highlighted, it is time to renew your
AUUG membership.

AUUGN Correspondence

All correspondence reguarding the AUUGN should be addressed to:-

John Carey
AUUGN Editor
Computer Centre,
Monash University
Clayton, Victoria 3168
AUSTRALIA

ACSnet: auugn@monul.oz

Phone: +61 3 565 4754

Contributions
The Newsletter is published approximately every two months. The deadline for contributions for the
next issue is Friday the 11th of December 1987.

Contributions should be sent to the Editor at the above address.

I prefer documents sent to me by via electronic mail and formatted using troff-mm and my footer
macros, troff using any of the standard macro and preprocessor packages (-ms, -me, -ram, pic, tbl, eqn)
as well TeX, and LaTeX will be accepted.

Hardcopy submissions should be on A4 with 35 mm left at the top and bottom so that the AUUGN
footers can be pasted on to the page. Small page numbers printed in the footer area would help.

Advertising
Advertisements for the AUUG are welcome. They must be submitted on an A4 page. No partial page
advertisements will be accepted. The cun’ent rate is AUD$ 200 dollars per page.

Mailing Lists

For the purchase of the AUUGN marling list, please contact Chris Maltby.

Disclaimer
Opinions expressed by authors and reviewers are not necessarily those of the Australian UNIX systems
User Group, its Newsletter or its editorial committee.
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This issue of AUUGH contains most of the papers presented at the recent Winter Technical Meeting held at NSWIT,
August 27°28.

That meeting, and the "up-market" approach to the associated exhibition was the result of some very hard work and
innovation on the part of the local organizing committee under Greg Webb’s chairmanship. Once again I’d like to
thank them for an excellent job, well done.

Concurrent with the Sydney technical meeting was an AULIG management committee meeting at which the following
resolutions were made,

® There will be a serious attempt to increase benefits that flow from AUUG membership, particularly in respect
of redistribution of software and publications from affiliated user groups.

® A second round of 4.3BSD manual orders will be processed; the order form will appear in the next AUUGN.

® AUUG should actively solicit support from vendors of Unix-related products, especially in respect of publiciz-
ing the group and attracting prospective new members.

® The AUUGN editor shall henceforth be invited to attend management committee meetings to be involved in
discussions relating to publications and to prepare a report on the meeting for the next AUUG (prior to publica-
tion of the minutes of the meeting).

o ALrUG should take a more active role in soliciting financial support and more equitable cost-sharing arrange-
ments to guarantee the long-term viability of ACSnet.

® Matters of policy relating to meeting organization (dinner costing, sponsorship, credit card facilities, student
participation, etc.) will he formalized and collected into a document that will be given to future meeting organ-
izJng committees.

Long-term planning of activities, including the venue, schedule and format of technical meetings is a matter requiring
our urgent attention. At this stage there seems to be considerable support for a NSWIT-Iike meeting held once per
year (probably in August or September); this leaves the format of the other (summer) meeting unresolved. At this
stage, convergence on a rational short-term schedule may demand that no national summer meeting be held in 1988,
but a revamped and professionally organized winter meeting with full-scale equipment exhibition would be held in
Melbourne around early September 1988.

As a substitute for a national 1988 summer meeting, there is possibility that AUUG could sponsor an overseas
speaker(s) tour in February, or encourage several smaller State-based informal technical meetings in the same time
frame.

Given the importance of this.departure from h~storical precedent, mad the fact that the matter cannot be finally
resolved until the next management committee meeting on December 10, all members can expect to receive
correspondence from AULrG by mid-December outlining the meetings programme for 1988 and beyond.

In the interim, I would welcome your comments either spoken ((03) 565 3899), e-mail (kenj@moncsbruce.oz) or via
~.ews (aus.auug).

As this will be my last con~bution in tiffs role (I depart for the LI.S. soon, and shall be resigning as AUUG
President), I would l~ke to take this opportunity to extend my sincere thanks to all members of AUUG for their con-
tributions, and in particular to the members of the management committees and the AUUGN editors.

Ken J. McDonell
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a Techway company

for

I~ UNIX System V

I~ Documentor’s Workbench 2.0
- and various back-end drivers
- PostScript support of plain text
- support for graphs and images

I~’ Ports & Device Drivers

~ Intelligent Benchmarking

~1’ SUN-Ill (ACSnet) + installation

~’ Biway- Bi-directional modem software for System V
and 4bsd

I~’ Courses:

- Beginner’s Workshop

- Fast start to UNIX

- System Administrators’ workshop

~ Technical Backup

- and all sorts of interesting software development.

Softway Pry Ltd. (Incorporated in NSW)
20 Chalmers St, Strawberry Hills, NSW.

PO Box 305, Strawberry Hills, NSW 2012.
(02) 698 2322 Fax (02) 957 6914
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Ade|aide UNIX Users Group

The Adelaide UNIX Users Group has been meeting on a formal basis for 12 months.
Meetings are held on the third Wednesday of each month. To date, all meetings have
been held at the University of Adelaide. However, it was recently decided to change
the meeting time from noon to 6pm. This has necessitated a change of venue, and, as
from April, meetings will be held at the offices of Olivetti Australia.

In addition to disseminating information about new products and network status, time
is allocated at each meeting for the raising of specific UNIX related problems and for
a brief (15-20 minute) presentation on an area of interest. Listed below is a sampling
of recent talks.

D. Jarvis
K. Maciunas
R. Lamacraft
W. Hosking
P. Cheney
J. Jarvis

"The UNIX Literature"
"Security"
"~ on Micros"

"Office Automation"
"Commercial Applications of UNIX"
"troff/ditroff"

The mailing list currently numbers 34, with a healthy representation (40%) from
commercial enterprises. For further information, contact Dennis Jarvis
(dhj@aegir.dmt.oz) on (08) 268 0156.

Dennis Jarvis,
Secretary, AdUUG.

Dennis Jarvis, CS/RO, PO Box 4, Woodville, S.A. 5011, Australia.

PHONE: +61 8 268 0156
UUCP: {deevax,pesnta,vax135 } lmulga!aegir.dmt.ozldhj
ARPA: dhj%aegir.dmt.oz!dhj@seismo.arpa
CSNE~: dhj@aegir.dmt.oz
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AUUG Winter 1987 Conference Papers
In order of presentation

UNIX at the Turn of the Century
Abstract Only

Michael Tilson
HCR Corporation, Canada

The Locking of Critical Regions under UNIX
Paper

Frank Crawford
Q.H. Tours

Jagoda Crawford
Australia Nuclear Science and Technology Organization

Fun with Virtual Memory
Paper

Lucy Chubb
Univeristy of New South Wales

Recent Work on Reseach UNIX
Abstract Only

Peter Weinberger
AT&T, U.S.A.

The Shared Library Minefield
Paper

Michael Selig
Olivetti Australia

SunOS 4.0
Paper

Richard Burridge
Sun Microsystems Australia

Writing Parallel Programs for the Sequent Mutiprocessor
Abstract Only

Stephen Frede
Sofiway Pty. Ltd.
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AUUG W nter 1 87 Conference Papers

continued

UNLY on the Cray
Abstract Only

Peter Weinberger
AT&T, U.S.A.

A Low Cost, Short Range, Reconfigurabl~e Microwave Data Link
Paper

Chris Clarkson, Ian Dall, and Alex Dickenson
University of Adelaide

Some Aspects of System V Release 3 Networking
Paper

Tim Roper
Labtam Pty. Ltd.

Optimizing C - Benchmarks and Real Work
Abstract Only

Michael Tilson
HCR Corporation, Canada

Measuring Database Performance using TPI Benchmark
Abstract Only

Ken McDonell
Monash University

Database Management Systems o Efficient Impllementations for UNIX systems
Abstract Only
Angela Heal

Queensland Depam~ent of Primary Industry

What’s in a Name? (or Coping with Lots of Small Files)
Paper

John Lions
University of NSW

An hnage of the Future
Abstract and XDP Product Background

Julian Day
Microprocessor Applications
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UNIX at the Turn of the Century

Michael Tilson
HCR Corporation

130 Bloor Street West, l Oth Floor
Toronto, Ontario M5S 1N5 Canada

(416) 922-1937
{utzoo ,ihnp4 ....}.t hcr.t mike

UNIX has been available outside Bell Labs since about 1974. Thirteen years ago the system was
new, still experimental, and rarely used. Today, UNIX is mature, becoming standardized, and
widely used. What can we expect in the next thirteen years? This talk discusses the technology
trends that will determine the status of UNIX at the turn of the century.1

UNIX has become a standard working environment for software development. The lifetime of
standards is surprisingly long. FORTRAN has been with us for a long time, and it looks like it will
be with us for decades to come. Today’s UNIX system will still work fine until at least late
January, 2038.2

On the other hand, technology continues to advance at a rapid rate. Systems that once appeared
modem become obsolete and obstacles to productivity. There is no reason to believe that the rate of
change will slow between now and the end of the century. The important trends that must be
considered include memory sizes, processor speed, network bandwidth, networking and
communications software, user interface hardware and software, and software development
technologies. We will see low cost, extremely powerful, more friendly computer systems, that
have very high bandwidth connections to other systems. UNIX must adapt to these changes.

The existence of virtually identical software environments on almost all machine architectures
opens up possibilities that never before existed. The multi-vendor NFS demos that now occur at
many UNIX commercial exhibitions would have been unthinkable not very long ago. But in the
next thirteen years UNIX will open the door to possibilities for distributed processing and
distributed applications that go far beyond anything we can do today.

This talk attempts to reconcile the conflict between the pressing need for change and the inertia of
standards. A technical forecast is provided, giving a framework for looking at UNIX systems
development over the next decade. The goal is to understand why a typical obsolete C application
written in the mid-80’s might be still running on an incredibly advanced architecture, moving data
from New York to Tokyo in the year 2000.

Forecasting for the next millenium is a dangerous business. Historically, the advent of a new
millenium triggered a plethora of forecasts. The talk will touch on some of the interesting parallels
with events that occurred around the year 1000.

[Note: A shorter version of this talk was given at the Usenix Conference, June 1987.]

1The pedantic reader will notice that the turn of the century.is assumed to be the year 2000, and of course this really
happens January 1, 2001. However, I suspect that when the time comes, the big celebration (or the wait for the end
of the world) will come a year’earlier. Anyway, UNIX programmers prefer 0-indexing.

2On 32-bit processors the current UNIX time algorithms will overflow after this date. Still, this is it quite a bit
better than some other systems that will fall over dead after December 31, 1999. When 64-bit processors become the
norm, future timekeeping may be restricted only by limitations of storage needed to hold the time zone and daylight
savings algorithms.
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The Locking of Critical Regions Under UND~TM

Frank Crawford
Q.H. Tours

PO 630, North Sydney 2060

and

Ja goda Crawf ord

Auatralian Nuclear Science and Technology Organisation
Private Mailbag 1, Menai 2234

ABSTRACT

As more multiprocessor systems running tn, nx come into common use, there is a need to
re-examine the standard techniques employed to lock critical regions in concurrent
processes. This paper identifies some of the inadequacies of these methods and details a
number of functions available in AT&T’s System V and/or Berkeley’s 4.2/4.3 BSD that give
secure locking in both single and multiprocessor environments. Finally, an example is given
of a method suitable only for a single processor environment and a corresponding method
for multiprocessors.

m ta~x is a registered trademark of AT&T in the USA and o~her countries.
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1. Introduction

To meet the continuing demand from science and industry, manufacturers are seeking new methods
for realising more computer power. One method that has emerged recently is to utilise a number of
separate processors in the one system, i.e. multiprocessor systems. In all current commercial
applications, the aim of multiprocessor systems is to increase throughput rather than decrease the
execution time of a single process.

There are two broad categories of multiprocessing. One is to dedicate all available processors to the
execution of a single job, dividing it into a number of separate threads, each of which is run on a
separate processor with the system handling synchronisation and communication. This is still a very
active research area and is not yet available for commercial use. The second approach is much coarser,
each job being run on a separate processor, with no interaction between jobs.

The simple view of multiprocessing given above does not descfihe the whole picture. When a
modem operating system supporting multiprogramming is introduced, additional complexities arise. As
an example, it is not desirable to tie a given process to a particular processor; rather it must he capable
of being switched between any of the available processors. Further, the scheduling algorithm must be
able to handle a number of jobs concurrently.

Despite the additional complexity, multiprocessors have a number of advantages over a number of
separate processors, mainly in the sharing of resources, e.g. memory, peripherals and especially sharing
the workload. This sharing of resources has long been a feature of multiprogramming and many of the
principles can be applied to multiprocessing.In effect, multiprocessors are a development of
multiprogramming.

2. Synchronisation

When resources are shared by a number of processes, it is possible that the same resource, e.g. tape
drives, shared memory or files, will be required by more than one process at a given time. Care must
be taken to ensure that access to any one of these resources is serialised. Serialisation may be handled
directly by the operating system (e.g. for tape drives) or left to the processes to synchronise their
activities. The type of resource generally dictates at which level the synchronisation is done, i.e. kernel
or process. This paper only considers synchronisation at the process level and, in general, ignores how
the kemel may handle it.

To take a more concrete example, access to shared memory is considered, although it would be just
as easy to consider access to a file (e.g. a database application) or to some other device.

2.1 Simple Locking Scheme
One of the simplest means of locking is to put aside a single variable, called lock, and to set it to

one to lock the resource. Similarly, set lock to zero to unlock the resource. The scheme in Figure 1
shows a simple function, for this purpose1.

1. Examples in this paper show only relevant parts, no attention being given to dealing with error conditions, etc.
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extern int lock;

void lock resource ()

while (lock != O)
/* Wait */ ;

lock++;

void unlock resource
(

lock = O;
)

Figure 1. Simple Locking Scheme.

This is the most common form of locking used, and on single processor systems it works well.
However, it may fail in a multiprocessor environment, and further it can even fail in a single processor
environment. The reason for this failure is fakly simple to explain; if two processes are using this
scheme to lock a resource, it is possible that one of the processes will be swapped between finding lock
to be zero and setting it, during which time the other process may well execute the same code, and so
both may gain access.

This procedure can be modified to work on a single processor system by making use of two or more
variables. However, on a multiprocessor system it can still fail. This is more difficult to explain, but
the basic problem is that there is no indivisible instructions available to the programmer, unlike the ++
operation on a single processor system2.

On a multiprocessor system it would be possible for two (or more) processes to be executing the
same instructions at the same time, so that both attempt to increment the lock variable at the same time.
More realistically the memory read and write cycle would mean that only one increment would be
effective, overiding the other one.

2.2 Theoretical Considerations
Synchronlsation problems, such as those mentioned above, have been studied extensively since the

mid 1960s, and a number of solutions proposed. The sequence of statements that must appear to be
executed as an indivisible operation, such as the lock_res~rce and unlock_resource functions above, is
called a critical section. The term mutual exclusion refers to the fact that only one process can be in its
(common) critical section at any thne. Mutual exclusion is used to refer to shared objects (e.g. data
structures, files, etc.) whereas critical sections refer to process segments.

The proposed solutions can be grouped into two broad categories: one where the programmer
controls all of the details of the exclusion, and the second, where a set of primitives or programming
constructs are provided which hide the details.

2.2.1 User controlled synchronisation t~ven within this category there are two separate areas: the low
level (hardware) method, e.g. locking the bus, disabling interrupts and test and set instruction, all of
which may be used within a kernel, but are not directly available to user level programs; and higher
level algorithms such as Dekker’s algorithm [Dijkstra 1965] and others. All of the software proposals
require a knowledge of how many processes are going to be sharing the resource, something which is
not generally known beforehand in a multiprogramming environment. They also suffer from the

2. This is not guaranteed but is commonly assumed, as any u~ful computer architecture should have an increment instruction,
whether on a register or a memory location. Similar argumen~ apply to a clear instruction.
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drawback of requiring a busy-wait, which is wasteful of processor time. Thus these methods are not
suited to the average computing environment.

2.2.2 System supplied constructs In all of these methods the system hides the details of implementation
within the kernel, and provides various calls for the programmer. These methods include semaphores,
monitors and message passing. These can all be shown to be equivalent, i.e. each one can be
implemented in terms of another. For a more detailed discussion see Tanenbaum [1987].

From this brief discussion, it can be seen that for a progranuner to make use of any of the
synchronisation methods, it is necessary for the construct to be built into the kernel. This is the case
with the two most common versions of UNIX, AT&T’s System V and 4.2/4.3BSD.

3. General UNIX Fa~:illties

Although Edition 7 and earlier versions of uNIX did not offer explicit methods of locking regions,
there were a number of features which could be utilised to achieve locking. Creat can be used to create
a file with mode 0 (or anything without write permission). If this fails, repeat the process until
successful, i.e. a busy wait. When processing is finished, remove the file. Using a lock file, the
previous example can be rewritten as follows:

#define LOCKFILE "lock"

void lock resource

int fd;

while ((fd = creat(LOCKFILE,
/* Wait */ ;

(void) close(fd);

0)) < 0)

void unlock resource ()

(void) unlink (LOCKFILE) ;
)

Figure 2. Locking using creat.

The example in Figure 2 relies on the use of permissions to stop the creation of an existing file.
However this procedure fails for root, who commonly needs to perform some form of locking. It also
has the side effect of creating a number of files which are not required, and the possibility of leaving a
lock after the process has died.

A number of schemes relying on the linking of files can also be used, but these suffer from problems
such as race conditions within the kernel. On these versions of UNIX it is not possible, in general to
implement a reliable locking scheme.

4. 4.2BSD Fadlities

Berkeley Software Distributions3 4.2 (and 4.3) offer a number of methods of concurrency control, the
¯ majority of which again make use of the file system.

3. Berkeley Software Distribution wa~ developed from Edition 7 u~lx and is distributed by the University of California, Berkeley.
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The simplest of the methods enhances the method shown in Figure 2. The main change is the
ability to specify that file creation is to fail if it already exists (i.e. specifying (O_CREAT[O_EXCL) to
open). Again all these methods entail busy waiting.

Another method using the file system is to use the file locking system call, flock. This can be used
as a semaphore and is guaranteed to enable concurrency among cooperating process. It enables
processes to be blocked awaiting the release of the ’lock’, thus not wasting processor time. Also, as the
kernel is handling the lock, it is able to remove it automatically ff the locking process dies.

Again, the fact that flock uses the file system has the possible disadvantage that for concurrency
control not involving files, a special file must be created. This means it cannot be implemented across
distributed systems without a common file system. For processes using common files, this is a
reasonable method.

A general but more complex method available under 4.2BSD is to use message passing. For
processes sharing a common parent it can be as simple as pipes, but for those without a common
ancestor, it becomes necessary to use sockets. The concept of message passing is simple; all processes
wanting access to a particular resource send a message to a single locking process or daemon, who’s
sole function is to sefialise entry into critical sections.

Individual processes wishing to enter their critical regions send a request to the locking daemon and
wait for a reply. Upon leaving they send another message. This is depicted in Figure 3. This method
is used in some database management systems, e.g. IngresTM. An example of this is shown below,
however the detail of setting up the connection and the locking daemon are omitted.

#define REQUEST
#define FINISHED
extern int lock_fd;

"My Turn?"
WWFinished-

void lock resource

char buf;

(voidi write (lock fd, REQUEST, sizeof(REQUEST));
(void) read (lock_fd, &buf, sizeof(buf)) ;

void unlock resource ()
{

(void) write (lock_fd~ FINISHED~ sizeof(FINISHED)) ;
)

Figure 4. Locking Using Message Passing.

System V Facilities

System V offers a number of different facilities for handling concurrency and locking. As with
4.2BSD, it is possible to use the file system via creat or open. It is also possible to use file locking
with fcntl and/or lockf. Although the details are different, the outcome is the same.

Apart from these facilities, System V also offers some direct support for concurrency. These are
semaphores and messages. Again, although the implementation of messages is very different from

~ Ingres is a trademark of Relational Technology International.

AUUGN 15 Vol 8 No 5



(a) Multiple lock requests

@

@

@

finish

(c) Unlock signalled

grant request

/
@

/ �block request

(b) One request granted

@

request

(d) Grant a blocked request

Figure 3. Sequence of Events with Message Passing.

4.2BSD’s sockets, for the purpose of locking it can be considered the same.

Semaphores are not directly available under any other version of uNIx, and their implementation is
similar to standard text book definitions.

5.1 An Example Using Semaphores
Consider an example of a system where there are a number of processes using shared memory, such

as a relational database with a per table write through cache. Accessing this cache is a critical section,
as any writes must not change the data being read. Further even reading can modify the cache because
entries not in the cache will cause it to update.

As there are a number of separate tables, it is best to have a separate semaphore for each table (using
only one would degrade performance of the entire system).

The initialisation procedure could be as follows:
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#include <sys/types~h>
#include <sys/ipcoh>
#include <sys/semoh>

#define DATABASE
#define NOTABLES
#define VERSION
#define SEMPERM

"fileodb"
75
1
0666

/* The database file */
/~ Number of database tables
/~ Some version number */
/~ Everyone can get it */

extern key_t     ftok ();
,

extern int        semid;

void sem init ()
{

register int i;
union semum arg;

semid = semget (ftok (DATABASE, (char) VERSION),
NOTABLES, (SEMPERM I IPC_CREAT) ) ;

arg.val = i; /* Initial value of semval ~/
for (i = 0; i < NOTABLES; i++)

(void) semctl (semid, i, SETVAL, arg);

Figure S. Initial/sing the Semaphores.

Tiffs inifialisation sets the maximum number of processes in the critical region to one, by setting
arg.val. This is known as a binary semaphore. In other applications it could be set to d~fferent values.
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After this initialisation, individual semaphores within the set would be used to control access to each
table, as follows:

extern int semid;

void lock resource (table)
int table;

(
struct sembuf    sops,

*sops_ptr = &sops;

sOpsosem num= table;
sOpsosem_op = -I

Increment semadj for process exit
sops.sem_flg = SEM_UNDO;

(void) semop (semid, &sops_ptr, i);

void unlock resource
int table;

(
struct sembuf

(table)

sops,
~sops_ptr = &sops;

sops.sem num= table;
sops.sem_op = 1

Decrement semadj for process exit
sops.sem_flg = SEM_UNDO;

(void) semop (semid, &sops_ptr, I);

Figure 6. Locking Using Semaphores.

The functions in Figure 6 can then be used around the critical sections to ensure the integrity of the
cache. Further, if a process terminates before unlocking the semaphore, the semaphore is automatically
released by the system because the flag SEM_UNDO is set in the call to semop within lock_resource.
For a more detailed description of these functions, see the UNIX System Programmer’s Manual [1983].

The advantage of using these procedures is that the kernel suspends execution of the calling process
if another process is already in its critical region.

6. Conclusions

Although many programs use varying degrees of concurrency, only a few attempt to implement
mutual exclusion. In the past, this was because UNiX did not offer many facilities, however with recent
versions, various methods have become available. With the growing emphasis on interprocess
communication and multiprocessor machines, it is becoming more important for programmers to make
use of these facilities to ensure the integrity of shared resources.
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Fun with virtual memory

L. Chubb

University of New South Wales, Kensington, NSW 2033

ABSTRACT

A version of the UNIX version 7 kernel ported to an NS32016 based microcomputer
will form the starting point for modifications designed to allow shared memory,
incremental loading, the mapping of files into a process’s address space and changes to
the way shared text is implemented.

The standard version 7 memory management software swapped entire segments
between memory and secondary storage. During the port it was changed to use
demand paging. Paging is done from a process image file, a regular file corresponding
to the process’s address space. This gives a one to one mapping between the pages in
the address space and the contents of the file.

The proposed changes will allow many files to be mapped into a single process’s
address space and will allow different processes to use the same file. Processes
shareing a file use the same in-memory copies of pages belonging to that file,
effectively allowing them to share memory.

Three new system calls have been designed to create, delete and extend
mappings between portions of the address space and files. The fork, exec and exit
system calls will also be modified to use these mappings.

1. Introduction

On finding myself engaged in porting UNIX* as part of a masters degree I decided it would
be a good opportunity to investigate what could be done with virtual memory in UNIX. This paper
reviews briefly some of the more interesting functions provided by two implementations of virtual
memory in UNIX today and present a few of my own ideas on the subject. The use of virtual
memory in UNIX system V with its regions and shared memory and then UNIX Version 8 with the
concept of processes as files will be examined briefly.

My ideas evolved while I was porting the UNIX Version 7 kemel to an NS32016 based
microcomputer and contain elements found in the other versions of UNIX. During the port the use
of swapping in standard Version 7 was replaced by demand paging from a process image file.
Version 7 was ported as it was the only version of the source readily available to me when I started.

By associating each segment of the address space with a file and allowing the user to create
and remove segments the process can be debugged by reading and writing the file representing
stack and data areas, as in Version 8; and shared memory can be provided, which is a feature of
System V. The same mechanism can be used to map any regular file into the process’s address
space allowing dynamic linking and shared text.

* UNIX is a registered trademark of A.T.&T. Bell Laboratories
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2. Processes under UNIX Version 8

UNIX Version 8 [Killian 85] provides a new directory called /proc. Each file in this
directory corresponds with the process image of a running process and is used for swapping or
paging. This representation appears to have been motivated by the limitations of previous versions
of UNIX during interactive debugging where the debugger and the object being debugged are
separate processes.

The owner of the process image file is the same as the owner of the process. When the file is
created the permissions allow reading and writing for the owner only. The size of the file is the
size of the virtual space of the process. A feature particularly useful for debugging is the ability to
read and write any part of the process’s virtual space using the read, write and lseek system calls.
When a write is performed on a shared text segment a private copy is made. Using these routines
to access the files allows them to be protected using the normal file protection mechanisms.

3. System V

System V [Bach 86] divides the address space of a process into areas called regions
containing either text or data. There are two data structures involved in mapping regions. One is a
region table containing an entry for each active region in the system giving information about
where its contents are located in physical memory, a pointer to the inode whose contents were
originally read into the region by exec, the size, status, region type and number of processes
referencing the region. The second is a pregion table, or per process region table, containing the
virtual starting address of each region, a pointer to the region table and the permissions associated
with each region.

The text, data and stack regions are created by fork or exec, but system calls are also provided
for the user to manipulate regions. When exec creates the text and data regions the contents of the
executable file are read into these regions.

Shared memory is provided when a region is attached to the address spaces of several
processes at once. Each shared region has an entry in the shared memory table shmid_ds giving
such information as the size of the region, the creator’s identity, the number of times it is currently
attached to an address space, and so on. The shared memory is protected in a manner similar to
that of files having read and write permissions for the owner, the group and others. Shared memory
must not overlap other regions in the address space. If the size of the region is to be increased its
location must be carefully chosen to allow for this expansion.

Before shared memory can be used a new region of shared memory has to be created using a
system call shmget. It retums a shared memory identifier which uniquely identifies the region. A
region specified by the shared memory identifier can be attached to a process’s address space by
using the shmat system call specifying the virtual address where it will reside. If the user does not
specify an address the operating system chooses one.

When a process is finished with the shared memory the region can be removed from its
address space by using the shmdt system call. The region to be detached is identified by the virtual
address in case the same region is attached to the address space more than once.

Another system call, shmctl, is provided to return information about shared memory, change
the user or group id’s or the permissions, and remove the shared memory region.
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4. Functions to be provided by my system

What is discussed here are some building blocks which may be placed within utilities or
runtime libraries to provide new functions. The new functions possible are:

1. Shared text.

,
Dynamic linking (or incremental loading) is provided by allowing object files to be mapped
into the address space. This would involve providing some runtime library routines to store
the address of the object code and transfer control. Giving executable objects a one block
header would simplify the matter so that the header need not be mapped into the address
space.

3. Shared memory is obtained by mapping a file with read/write permission into the address
spaces of more than one process at once.

4. The process image can be accessed by using read or write on the process image file which
contains the data and stack segments.

5. A data file can be mapped a data file into a process’s address space allowing the file to be
used as if it were memory.

The benefit of most of these features is well enough known to forgo any discussion of them here
but the ability to map data files into a process’s address space deserves further comment. One of
the big advantages of accessing files in this way is reducing the complexity of any program needing
access to a file, particularly when the access is random. Examples where this type of access may
simplify a program are an editor mapping in its work file or an interpreter mapping in the
interpreted code. As the usual file handling routines are used by the page fault routine it takes no
longer to process a file in this way than using the read or write system calls.

All the functions mentioned above are provided by the same mechanism which is of benefit
in terms of the complexity of the kernel. Overall there may be some price associated with paging
but this has yet to be determined.

4.1 Segments

Users will notice the effects of this implementation of segments only if they choose to use
the new system calls makeseg, rmseg, exseg and segstat to map files into the address space. The
use of process image files by fork, exec, and exit makes little visible difference except for the
existence of the directory/proc containing the process image files. This makes existing programs
compatible with the new system. There is no reason why mapping should be used if not desired as
files can still be accessed in the usual way.

The process image is maintained as a normal UNIX file whose size is exactly 16MByte,
which is the maximum size of an address space on the NS32016. It contains the data and stack
segments. The existing kernel file handling routines are used to access, create and delete the
process image files created during a fork or exec. These files are maintained until the process exits.

Only the data and stack segments created upon execution are kept as part of the process
image file. No actual data blocks are allocated for the gap between the data and stack segments
which lie at opposite ends of the address space. The gap between them in the process image file
allows for the expansion of those segments. When the segments are extended using exseg to cover
non-existent parts of the file missing blocks are read as nulls by the file system software. An
implications of having a gap in the process image file is that the usual file copying procedure
cannot be followed when the process image is duplicated during a fork. It would write blocks for
each block in the gap wasting large amounts disk space. Process image files are copied by a kernel
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routine which copies files exactly, preserving any gaps.

The system call makeseg will map a file into the address space so that the mapped section of
the file appears to be a section of memory containing the information stored in the file. The paging
software reads in the block corresponding to that part of the address space when it is accessed, and
in a manner invisible to the user. When either the system call rmseg is used to remove a mapping
or the process exits the file is updated if it is read/write, and closed.

There are costs in time and memory in representing segments in this way. The segment map
and shared file array require more memory. More time is needed for paging. When a page is to be
supplied it is possible that file index blocks need to be read also in order to fmd where the required
file block is located. Buffer caching may negate this to some extent. If a second level page table is
required the list of page tables in the shared file array must. be searched before allocating a new
page table to ensure it does not exist elsewhere in the system.

4.2 Data Structures

A segment, corresponding roughly to a region in System V, is an area of the address space
mapped onto a contiguous block within a single file. The mapping of a segment to a file is defined
by two data structures, the segment map and the shared file map. These structures are used when
pages are read into memory or released and in the allocation and freeing of second level page
tables.

The segment map is an array within the user area. Each segment map entry gives all the
information required to map a single segment within the process’s virtual space. It includes the
virtual address, size, length, and permissions associated with the segment.

The shared file array contains an entry for each file mapped into any process’s address space.
It maintains a count of the number of processes using that file at any time allowing the entry to be
deleted when the count falls to zero. Its main purpose is to keep track of any pages belonging to
the file residing in memory, by maintaining a list of the second level page tables which map those
pages and a count of the number of processes using each table.

There is a cost in maintaining a shared file entry for files that are not being shared. The
maximum cost will be bome if all files are always shareable. Savings may be made either if files
are assumed to be shareable unless otherwise stated or if they are assumed to be non-shareable
unless stated. Sharing a file involves extra processing when paging and requires memory to store
information on the file. However, treating all segments in the same way does simplify the kemel
code.

4.3 Paging

The memory management hardware requires each process to have its own first level page
table and set of second level tables used to translate virtual addresses. Processes share pages in
memory by sharing the second level page tables which map them. This structure implies that
segments start on page boundaries. As a result of sharing second level page tables, no second level
page table should be used in mapping more that one segment.

Sharing page tables makes no difference to address translation but must be taken into account
when manipulating page tables. The fact that each segment is mapped to a file affects the strategy
used to find where the page must be read from. When the address cannot be translated because of
the absence of a page table entry for the virtual address indicating the page is not in memory or an
operation caused a violation of permissions an exception called a page fault is generated by the
memory management hardware. A page request is illegal if it is for an unpaged part of the kernel,
an unmapped part of the user address space, or if it violates the permissions on a segment. No
paging is done on the kemel address space so a page fault for any kemel address indicates an
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operating system error.

When a page fault occurs the page fault routine determines the identity of the missing page.
The segment map is used to find which page within the segment is missing. The shared file entry
pointed to by the segment map is used to determine which file is to be read and the block
corresponding to the missing page. The process sleeps while the block is being read. The use of
existing kemel file access routines during paging ensures the use of the readahead mechanism if
pages of a segment are being used sequentially. When the read is finished, the process which was
sleeping on paging is woken up and an entry created for the page in the second level page table.

It is possible, when a page fault occurs, that the second level page table does not exist.
Allocating a second level page table is not completely straightforward because processes with the
same file mapped into their address spaces share second level page tables. The shared file array can
be used to determine if the second level page table exists elsewhere in the system. Associated with
each shared file array entry is a list of second level page tables being used to map blocks from the
file which are in memory. When allocating a second level page table this list is searched to see if
the table already exists so an entry for the table can be placed in the process’s level 1 page table. If
it does not exist a new page table is allocated and an entry added to the list.

4.4 Freeing Level 2 Page Tables

Periodically all the pages belonging to a process are examined to see if they are still in use; if
not, they can be released. Pages are also released when a segment is removed. When no pages are
left in a second level page table it also can be released, but the release algorithm must take into
account the ability of page tables be shared by some other process.

To release a second level page table the entry in the process’s first level table is invalidated.
The reference count for the table in the shared file array is decremented and the memory used by
the page table physically released if the reference count is zero.

4.5 Setting Up Segments

The system call makeseg creates a new segment in the address space associated with a named
file. This involves creating a segment map entry, opening the file and creating a shared file entry or
associating the segment with an existing one. The system call, if successful, retums the virtual
address of the base of the segment. Makeseg will have the following parameters:

1. The name of the file to be mapped in.

2. The virtual address, on a page boundary, of the start of the segment. A suitable base address
will be chosen if this is not specified.

3. The number of pages contained in the segment which will default to the number of blocks in
the file if this parameter is zero.

4. The offset in blocks within the file where the mapping is to begin.

Possible flags are: permissions for the segment, to prevent the segment from being deleted
by the user particularly the text, data and stack segments created by fork or exec, allowing
exclusive access to the file making the segment non-sharable, requesting that the file be
created if it does not exist, and to have the file truncated on opening.

If the file exists the user must have the appropriate permissions on the file. A file that does not
exist can only be created if the user has appropriate permissions on the directory. The existing file
system software is used to validate the file name and open the file. The fourth parameter allows a
part of a file to be mapped or even different parts of a file to be mapped to different segments such
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as when data and stack segments are both mapped to the same process image file. Segments are
prevented from overlapping within the virtual space. The size of a segment can be larger than the
file if the segment and the file both have write permission. In this case the file can be extended.

4.6 Extending Segments

The system call exseg will be provided to enable a segment to be explicitly extended upwards
or downwards. Exseg replaces the brk system call which increases the amount of real memory
allocated to a process. The parameters are:

1. The virtual address at which the segment starts, which is used to identify the segment.

2. The number of blocks (or bytes rounded up to the nearest block) by which the segment is to
be extended. If this is positive the segment is extended upwards, and if negative the segment
is extended downwards.

The call fails either if there is no existing segment with the specified base, if extending would cause
the segment to overlap another segment or overlap the begining of the file it is mapped to.
Extending beyond the end of a read only file is a non-productive activity which should be
prevented. The virtual address of the segment base is returned if the call is successful. If the’
segment was extended downwards the base address may have changed.

4.7 Removing Segments

The system call rmseg will remove a segment mapping. It is passed the virtual address of the
segment base and removes the corresponding entry from the segment map array. If the segment
has write permission any modified pages are written to the file before closing it. The reference
count in the shared file map entry is decremented but only deleted when the number of references
falls to zero.

4.8 Getting Information about Segments

The system call segstat can be used to obtain information about the segment whose base
address is passed as a parameter. The information is returned into a buffer specified by the second
parameter.

4.9 Fork, Exec and Exit

In the same way as the child inherits the open files of its parent when forked it shares all the
sharable segments in its parent’s address space. The process image file and non-sharable segments
are duplicated for the child. Since an exec overlays the calling process with the contents of the
named file, all segments including files mapped to segments by makeseg are released. When a
process terminates exit removes all segments and deletes the process image file.

4.10 Design Problems

A problem arises when a page has been modified but is not in a buffer because it is still in
use resulting in an unmodified copy of the information being read from the file when another
process reads the file. This may happen if a file is being read or written using a combination of
access methods, say a process has it mapped into its address space and another process is reading it
in the usual manner. The simple solution is to only allow one type of access at a time. Another
solution is to force modified pages to be written every time the process is switched out where the
file is being shared.
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5. Conclusion

Extensions to the UNIX Version 7 kernel have been described which provide the
functionality of System V’s regions and of Version 8’s/proc directory but is more uniform in
approach than either of these. The extensions involve fairly localized changes to the kernel after
alterations to provide paged virtual memory have been made.
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THE SHA LIBRA Y MINEFIEL D
Michael Selig

Olivetti Australia Pty. Ltd.

ABSTRACT
You have just installed Unix* System V Release 3, and have read all the glossies about
the benefits of Shared Libraries, yet there are some niggling questions in the back of your
mind.

- Can I really make use of them?

- What overheads are involved when using them?

- What benefits am I really likely to get?

- Are they easy to use?

- How much work will be involved to convert my programs to use them?

This paper attempts to shed some light on the use of Shared Libraries and help to
answer these questions.

1. HOW THEY WORK

The traditional Library under the Unix Operating System is a concatenation of a group of object modules
(".o" files) in a single file. The format of this file is such that the Linker (Id) is able to scan the Library to resolve
references from the user’s program to external objects (both functions and data items). When such a
reference is resolved, the object module from the Library is appended to the executable file ("a.out" file).
Once the external object is assigned an address, all references to that object can be fixed to refer to this ad-
dress. The Linker only picks out those modules from the Library that are actually needed, so that the amount of
memory that the final executable program requires is as small as possible.

Using this Library mechanism, several programs, all using the same routine, will each have their own copy of
that routine (Fig. 1). When Shared Libraries are used, however, the code for the subroutine is not appended
to the executable file, but is kept in the "Target Library" file. This is shared by all programs using the Library
(Fig. 2). As a result, using Shared Libraries generally means that executable files are smaller, and when
several programs using the same routines from a Shared Library are executed concurrently, less memory is re-
quired.

The code contained in the Shared Library is mapped at runtime into a fixed address within the address space
of each program that uses the Library. This mapping works in a similar way to Shared Memory Segments but is
done automatically when the program is executed by the exec(2) system call. As a program may use several
Shared Libraries, each must have a unique base address so that they do not clash, and all must be mapped to
addresses that cannot clash with the non-shared code. On the 3B2 computer, for example, the virtual addresses
0x80000000 to 0x80800000 are reserved for Shared Libraries.

If a Shared Library is modified, the addresses of the routines are likely to change. Therefore all references to
routines in the Library are done via a Jump Table. As long as the positions in the Jump Table are not changed,
routines can be altered, and new ones added without having to relink the programs that use the Library.

* Unix is a registered trademark of AT&T in the USA and other countries
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2. HOW TO USE THEM

When a program is linked with a Shared Library the Linker uses a file called the Host Library. This file is in the
normal library archive format that the Linker uses, but instead of containing the real routines, it consists of
’stubs’ which define the addresses of the routines and data items in the Target Library.

To use a Shared Library rather than a normal one, all that is required is to link the program with the Host Library
file.

For example, if the non-Shared C Library is called ’libc.a’ and the Host Library file of the Shared C Library is
called ’libc_s.a’ then the command:

Id progl .o libc.a    will use the non-Shared Library, and

Id progl.o libc_s.a will use the Shared Library.

Thus the use of Shared Libraries is very easy, and re-compilation of the programs that use the Library is not
necessary.

When a program requiring a Shared Library is executed, the Operating System automatically maps the Text
and Data regions from the Target Library file into the process’ address space. This operation happens
transparently, so that running programs which use Shared Libraries is no different to any other program.

3. BENEFITS AND DRAWBACKS

Up to this point, the Data regions of the Library have not been discussed. In the current implementation, if a
process uses a Shared Library, all Text (Instruction) and Data regions in the Target Library are mapped into the
process’ address space whether they are needed or not. Since the Data regions cannot be shared, this can
cause a process’ Data region to be larger than expected.

Furthermore, in this implementation, all external references from within a Shared Library must be satisfied every
time a program is linked with the Library. Thus, if a routine in the Library references an object in a non-
Shared Library, this object will be linked into every program that uses the Shared Library, even if the routine that
references it is not used by the program.

However, if care is used when the Shared Library is built, these situations can be avoided.

3.1 DiSK SPACE

As explained in the previous section, when a program is linked with the Host Library file, the routines are not
copied into the a.out file, but are stored in one file, the Target Library. Therefore with the exception of the
situation described above, using Shared Libraries always results in smaller a.out files.

3.2 MEMORY

As long as several programs using the same Shared Library are likely to be executed concurrently there will vir-
tually always be a saving in memory requirements. However, in a demand paged environment, the amount of
memory that a process needs is not as important as in a swapped system; it is more important to reduce the
number of page faults (see below). Again, the situations described at the beginning of this section can actually
lead to increased memory requirements, but this is unusual.

3.3 SHARED LIBRARY CAN BE MODIFIED WITHOUT RELINKING PROGRAMS

Since the code from the Shared Library is stored in one file only (the Target Library) rather than storing copies
in each program, when the library is modified, all programs using it will immediately use the new code.
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Because the routines in the Library are called via a jump table, whose order is not changed, they can grow and
shrink without the user having to worry about their addresses changing.

3.4 PAGE FAULTS

As the code in a Shared Library is shared by several concurrently executing programs, it is likely that the
commonly used routines will stay in memory. This means that when a new program starts and calls one of
these routines, there will not be a page fault, whereas a program using conventional libraries would probably
cause one. On the other hand, rarely called routines in a Shared Library will almost certainly cause a page
fault when called because they unlikely to be present in memory. If such a routine is linked into the program
in the normal manner, there is less chance of a page fault because it may already be in memory due to its
proximity to other routines in the same program.

3.5 OVERHEADS

There is a very small overhead using Shared Libraries, as the routines are called indirectly. As discussed in
section 4, objects outside the Library must be referenced indirectly from routines within the Library, adding
another insignifiscant overhead.

Benchmarks have been run comparing demand paged systems using, the standard C Library versus the
Shared C Library, which show that total system performance is very similar’. A lot more work is yet to be done
to comp.,are the performance of other more specialised Libraries, such as database or graphics Libraries. J.
Arnold" feels that in a more controlled environment that usually exists in a real world computer system, the
use of say a shared database library, should decrease paging activity and hence increase system perfor-
manGe.

In summary, the benefits of using Shared Libraries clearly outweigh any drawbacks as long as the Library has
been built with the possible pitfalls in mind.

4. HOW TO CREATE THEM

When a Shared Library is created, all external references from within the Library must be satisfied. If this
were not the case, all references would have to be linked at runtime, causing a considerable overhead. This
leads to the problem: How does a routine in a Shared Library call a routine outside that Library whose ad-
dress may be different from program to program (Fig. 4a) ? The solution used is to reference all objects out-
side the Libraryindirectly through a static pointer (Fig. 4b). This pointer is initialised to the address of the ob-
ject by each program. Such a reference is known as an ’Imported Symbol’.

Unfortunately, this means that changes must usually be made to the source code of a Library to make it
Shared. It also means that it is almost impossible to convert an existing standard library to a Shared Library
without access to the source code.

The work to change the source code can be made less painful by using the C Preprocessor. For instance, if the
routine ’printf’ is to be imported, an include file, say "import.h" can be created containing the line:

# define printf (*sl_printf)

This file must be included in each source file that uses ’printf’. As well, the pointer must be declared by adding a
line to a file called say, "import.c":

int (*sl_printf)() = 0;

These files "import.h" and "import.c" should have a declaration for each imported symbol. Of course, "import.c"
must be compiled and included as a module in the Shared Library.
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To make matters even more tricky, it is not always easy to find all the symbols that must be imported. This is
especially true if the Shared Library uses the Standard I/O Library which implements some routines as macros.
The best way that I have found to determine what symbols need to be imported is to try to build the library without
importing any, and then to note all the undefined symbols that are listed.

In order to build a Shared Library, a Library Description file should be created. A sample file appears below:

#target /shlib/libtest_s
#address .text 0x80680000
#address .data 0x806a0000
#branch

#init

procl 1
proc2 2

#objects
procl .o
proc2.o

#init procl.o
sl_printf printf
sl_strcpy strcpy

proc2.o
sl_printf printf
sl_read read
sl_write write

This file contains:

- The base address of the Text & Data regions of the Library.

- A list of the routines in the Library. This list is used to build the Jump (or Branch) Table
into the Library and, as mentioned before, the order of this table (and hence this list) must
not be changed once the Library has been used.

- A list of the object files to link together to form the Library.

- A list of the imported symbols and their values.

This file is used as input to the "mkshlib" command, which then builds the Host and Target Libraries.

The process of converting existing Library source code into a form suitable for a Shared Library is very tedious
and some simple tools to make this process easier should be provided. It would not be hard for instance, to
write a program to automate the production of the ’import’ files described above.

Another short-coming of the current implementation is that there seems no.way of avoiding the importing of a
symbol that is known to be in another Shared Library, and hence has a fixed address. For instance, if our Library
calls ’printf’, it would be nice if we could force it to call ’printf’ from the Shared C Library, because then the ad-
dress of the routine would be known, and we would not have to import it. Unfortunately, this cannot be
done.

If it were possible to avoid having to import any symbols, then no source changes would be necessary, and
you could then convert a normal Library to a Shared Library without re-compiling. In practice, this is virtually im-
possible as nearly every Library at some stage, calls a routine from the C Library.

As you can see, building a Shared Library is not a trivial task, and cannot be done without access to the source
code of the Library.
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5. SUMMARY

The implementation of Shared Libraries in Unix System V Rel. 3 is very flexible, and once they are created, are
very easy to use. Any normal user can create and use Shared Libraries, as they do not have to be con-
figured into the operating system as is required in some implementations.

Furthermore, as long as a Shared Library has been created properly, it will result in savings in disk space and
memory, with improvements in system performance, and no appreciable overhead. Building the Libraries, as we
have seen, is not as easy as may first be thought. Also, to make the library perform as efficiently as possible, a
lot of work must be done profiling programs in an effort to reduce page faults. Only after this has been done, is it
possible to determine whether a particular routine should be shared or not. Also, extra tools to aid in the con-
struction of Shared Libraries should be provided which could make their building as easy as that of a conven-
tional Library archive.

6. APPENDIX

GOLDEN RULES OF SHARED LIBRARIES

1. Do not include small, infrequently called routines.

2. Keep static and global data to a minimum. Prefer to use ’malloc’ to allocate buffers etc, rather than
declaring them as data.

3. Try to keep references to objects external to the Library to a minimum, in particular, avoid using ex-
ternal data items = prefer to use a pointer passed as a parameter.

4. Try not to export data Items at all. Prefer to pass data back to the calling program via a function
return value or through a pointer passed as a parameter.

5. Preserve the order of the Jump Table.

References

1. Unix System V Release 3 Programmer’s Guide, AT&T Technologies.

2. Shared Libraries on Unix System V, James Q. Arnold, Secho, AT&T Unix Pacific Co. Ltd., Feb 1987.
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progl.o libc.a prog2, o

call printf call printf

progl

printf.o

Id

prog2

6148

call 6148

printf.o

30201

call 3020

printf.o "

Fig. 1 Use of Conventional Libraries

Vol 8 No 5 32 AUI2GN



progl .o libc_s.a prog2.o

call printf

printf = 800000020 call printf

id

progl
1

prog2

ca11800000020

ca11800000020

800000020

800006800

lib s

jmp 800006800

printf.o

Jump Table

Fig 2. Use of Shared Libraries
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Prog 1 Prog 2

Text

Data

Text

Data

Shared

Library

Text

. . ata 1~ S.L. Data

Fig. 3 The Shared Library is mapped into the address space
of each program that uses it.
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progl prog2

proc 3028

Target Library

215(
proc

call proc

Fig. 4a A dilema" The address of ’proc’ is different in the 2 programs
that use the Shared Library,

sl_proc <- &proc

proc

sl_proc <- &proc

proc

Target Library

Text

call *(sl_proc)

S.L Data S.L. Data

sl_proc = 3028 sl_proc = 2150

Fig. 4b The solution: Call the routine indirectly, and import the value
of the routine when the program starts.
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SunOS Release 4°0

Rich Burridge

SunMicrosystems Australia,
123 Camberwell Rd,

Hawthorn, VIC 3122.
richb@ sunk.oz

AB STRA CT
SunOS Release 4.0 is targeted for availability in the first quarter of calendar year

1988. This paper summarises the planned content. It is being issued early in the recognition
of our customers’ needs for advance information to accommodate their product planning
efforts. All contents and schedules are subject to change without notice. Sun will, to the
best of its ability publicise any such changes.

A. Positioning Overview

SunOS Release 4.0 follows the Sun tradition of:

o promoting a single UNIX standard converging System V and BSD features,

o providing maximum functionality,

o incorporating the latest state-of-the-art operating system technology, and

o supporting computing in heterogeneous environments

This release of SunOS includes many enhancements for the installed base:

o extended converged UNIX functionality,

o addressing key systems administration needs, and

o creating a foundation for the anticipated hardware architectures

The Sun UNIX kernel has been significantly redesigned as another step in the on-going process of incorporat-
ing state-of-the-art technology to establish a stable architectural base for the next decade. This base includes
work to incorporate the latest virtual memory management techniques, shared libraries, and improved system
security

While this type of implementation work is essential to maintain the leading performance and functionality of
SunOS, Sun is committed to retaining industry standard interface compatibility. In this manner, implementa-
tion changes can be accomodated while maximising code portability to this and future SunOS releases.
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B. Contents Overview.

The following is a partial list of the new features in 4.0:

Support for Sun-4

Release 4.0 supports the new Sun-4 product family workstations. This involved changes to the kernel, as well
as to the compilers.

New Architectural Features

Features: Description or comments:

Major New Kernel
Architecture

The kemel has been significantly restructured to accomodate a new
virtual memory management scheme that promotes sharing system
resources. Swap space requirements are reduced, system resources are
utilised more efficiently, cacheing of frequently accessed data is more
efficient, and files can be treated as part of virtual memory making
access to large files more convenient and efficient.

The new VM system provides sharing on a page-by-page basis and
employs a copy-on-write mechanism to create individual copies of pages
as they become necessary.

Swap area is now a regular file sharing disk resources with other files.

Shared Library
Facility

Using shared libraries reduces program size and swap space
requirements and provides the flexibility to incorporate new versions
of libraries automatically, thus facilitating bringing new libraries into
system-wide use. libc and user built libraries are sharable in this
release and future releases will offer more system libraries converted to
shaw, able format.

Shared libraries utilise the new virtual memory system and a revised
link editor (ld). The C compiler has been enhanced to generate position
independent code (pic) and M supports either linking code dynamically
at run-time or statically at initial program load.

Note: Sharing and its associated dynamic binding is the current planned
default operation although a small performance penalty may result from
run-time linking.

Resizable swap area
for diskless clients

Resizing client swap space no longer requires taking a server and all its
clients off-line or reinstalling the system.
Only the client(s) being modified needs to be suspended.

Lightweight Processes Provides the ability for a C program to have multiple concurrent
threads of execution. Lightweight processes facilitate developing
programs that manage asynchronous events.

Facilities provided include messages, monitors, exception handling,
and flexible context switching. Both coroutines and preemptive
scheduling are possible.
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.
Other Kernel
Enhancements
a.

bo

Networking

1. Improved support for
disldess clients

2.    Filesystem re-org

4.    YP Enhancements

5. Secure networking
features

4.0 provides lightweight processes only at the user application level.
Kernel support is not provided.

These include:

System V shared memory implementation now supports paging of
shared dam space.

Network interface tap (NI’I) improvements include packet
filtering and integration with the streams environment.
Packet filtering provides an Etherfind-like capability allowing
applications to monitor ethernet traffic selecting, for example,
ethernet packets from a certain host or with a specific field setting.

Diskless clients are supported via the NFS file system, nd
and its associated partitions no longer exist. This improves
heterogeneity support (non-Sun servers can now support diskless Sun
clients) and improves administration since swap area is now a regular
file. (Note: Being a regular f’de also means that client swap areas
shares disk resources with other applications running on the client and
with other clients.)

The performance goal is to achieve Release 3.2 performance levels in the
absence of nd. Eliminating nd does NOT impact the number of clients
a server can handle.

A boot block server will be provided to support Sun-2s with proms
that don’t support tftp booting, so no prom change is required by this
change.

The re-organized filesystem facilitates maintenance of servers by
permitting more sharing of binaries, matching diskfull and diskless
file layouts, easier mixing of multiple architectures, and easier access
to remote executables in general. A single server can more easily
support multiple architecture clients and non-Sun servers can support
disldess Suns.

The root filesystem and/usr/lib have been re-organised.
Shareable files, including architecture dependent files, are now all in
/usrllib and client private data is all in root.

The YP databases can be updated over the network. This simplifies
system administration and, depending on local administrative policy,
the system administrator need no longer be solely resIronsible for
incorporating YP map updates.

Secure networking improvements provide more thorough authentication
of user identification prior to allowing file access. Security is provided
by supporting the exchange of conversation keys and by preventing
superusers from masquerading as other users to access secure filesystems
across the network.
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6. NFS performance

Standards

System V
enhancements
a.

Ct

d,

eo

2. More 4.3BSD

Peripherals

1. New setup utility

NFS utilizes secure RPC so that servers can optionally become more
secure. Secure operation is selected by specifying the -secure option for
individual letclexports entries. For secure operation RI~ utilises a YP
database of public and private conversation keys.

NFS benefits significantly from the improved cacheing improvements
provided by the new virtual memory system.

New features include:

Remaining system calls required for Base Level Release 2
functionality: chown, creat, fcntl, kill, mknod, open, and utime.

Complete System V STREAMS interface incorporated in the kernel.
Using STREAMS simplifies writing device drivers by supporting
portable protocol modules.

Fully System V and BSD compatible try interface using STREAMS.

System V compatible archive utility (ar).

System V batch utility and job scheduler (at, batch, cron and crontab).

Access to Sun added-value libraries (e.g., SunView) from System V
programs.

Most 4.3BSD functionality is provided, including the new upper limit
of 64 (vs. 30) on the number of open files per process and a fully
4.3BSD compatible subnet facility.

In general, 4.3BSD provided many bug fixes and performance
enhancements. Most of those which are applicable to Sun
Workstations and which were not already in SunOS prior to the
availability of 4.3BSD or added since then are provided by SunOS
Release 4.0. (Note: Sun Consulting has develol~l an implementation
of XNS that includes the Transport and Network layers on top of
standard ethernet.)

The new setup utility provides convenience and flexibility. New
capabilities include the ability to reuse configuration files for common
configurations, to edit existing configuration files to correct errors or
support minor configuration differences, and for sophisticated users
to specify variants to Sun supplied configuration alternatives.

setup runs off a table interface much like the 3.x terminal version of
setup; there is no window version.
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On-line disk
formatting utility

New Mass Storage
Systems

Removal of
Interphase 2180
driver

The disk formatting utility now runs under UNIX and can be used to
format any drive not currently mounw.~!. Formatting disks is now much
faster and no longer requires a dedicated system. Multiple disks can be
formatted simultaneously.

Support for as yet to be announced mass-storage systems
is provided.

The driver for the Interphase 2180 Disk Controller is no longer
included in the SunOS. The removal of obsolete drivers is part of the
on-going program to unburden the standard system software from
supporting an ever growing number of devices. As drivers become
obsolete, the pending removal at the next release is announced.
Systems (a few Sun-2/100Us and Sun-2/150Us) with Interphase 2180
Controllers must be upgraded before they can run Release 4.0.

Other Enhancements

1. Secure System Work

2.    C Global Optimizer

3.    Internationalization

4.    Documentation

Optional security measures provide an auditing log of failed and/or
successful attempts to use system resources on both a system wide or
individual user basis and identifying who was using the system at the
time of attempted security breaches. Improved protection of the
password database is also provided.

In DoD parlance, Release 4.0 provides "unevaluated C2" level security.
This is the groundwork for a future secure system product.

Significant run-lime performance for C routines is now possible via the
C compiler optimization option which applies the same global
optimizing technology that is available in Sun’s FORTRAN compiler.

8-bit integrity will be assured at this release in order to support
non-ascii character sets. This is the first step towards an
internationalized UNIX that suppor~_s local character sets. The 8-bit
kernel and tty driver support creating file names with 8-bit characters
from within C programs. However, utilities such as suntools, csh, sh,
vi and other tools do not incorporate this 8-bit filenaming at this
release.

New manuals, and improved introductory guides and system
administration guides ease the tasks of mastering and administering the
system. New documents include: System Services Overview and a
Global Index to all system manuals. Documents with major revisions
include:
Installing UNIX and Programming Utilities.

Repackaging of the documentation offers the convenience of selecting
the set of manuals targeted to the specific users needs, e.g. introduction
to system use, system reference, system administration, and program
development.
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5. Obsolescence
Mechanism

Instigation of lusrlold directory and movement of obsolete modules to
that directory. This introduces a warning system to prepare users that
the included modules will be removed in the next release. For Release
4.0, the following programs will be moved to/usr/old:

sun3cvt
compact

eyacc

make
prmail
pti

Was only needed for 2.0 to 3.0 transition.
Replaced by faster and more efficient but incompatible
compress program from 4.3BSD.
Was used only to implement Pascal. Has be~n removed in
4.3BSD.
Pre 3.4 version of make.
Replaced with mail -u by 4.3BSD.
Replaced with troff-a by 4o3BSD

C. Release Specifications

Performance

Release 4.0 is expected to achieve performance levels at least equivalent to that of Release 3.2.

Resource Requirements

Release 4.0 resource requirements (memory and disk) for the system software are expected to be the same as
for Release 3.2. Shared libraries have contributed to making the basic resource requirements of Release 4.0
comparable to those of 3.2 in the presence of added capability. The full set of system software and associated
files (including text files such as man pages and font files which do not benefit from the space savings provid-
ed by shared libraries) will likely require more disk space than consumed by Release 3.x files.

Code Migration and System Administration Changes

Maximizing binary compatibility is a major design objective of Release 4.0. To date no known widespread
sources of binary incompatibility for well-written code exist. As incompatibilities arise they will be careful-
ly documented. Source code changes may be required in some binary compatible programs when they are
recompiled. The following lists key known compatibility issues and areas subject to visible impact on adminis-
trative or program-build procedures:

Features: Compatibility Issues & Procedural Changes:

New Architectural Features

1. Major New Kernel
Architecture

Programs that read the structure or depend on the format of core f’tles
may require revisions.

2. Shared Library
Facility

Build procedures for libraries may need to change.
Existing programs will work but will require rebuilding to take
advantage of shared libraries. Build procedures for programs requiring
a non-shared library must explicitly select this option.

3. Resizable swap area New, easier administrative procedures required.

4. N1T Improvements Programs utilizing NIT will require source changes and recompilation.
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Networking

1. Improved support for
disldess clients

New, easier administrative procedures required

2.    Filesystem re=org New, easier administrative procedures required.

3. YP Enhancements Potential changes to administrative procedures.

4.    Secure networking Pre-4.0 (insecure) yppasswd may not work against a secure 4.0. yp
yp server. Secure authentication will prohibit access to setuid

programs lacking authodsed access.

Standards

1. System V enhancements:

SVID Compliance Programs using creat, fcntl, ldll, mknod, open, and utime may have to
be relinked.

System V/BSD try Programs using System V termio ioctl calls will perform better if they
are relinked.

Batch utility/job
scheduler

Slight impact on system administration procedures only.

2. System V shared
memory

Programs using the System V shared memory shmdt library call that
were linked on a Release earlier than Release 3.4. should be relinked to
avoid a spurious message to the console window.

Peripherals

1. New setup utility New, easier administrative procedures required.

2. On-line disk
formatting utility

New, easier administrative procedures required.

Removal of
Interphase 2180
driver

Systems using Interphase 2180 must be upgraded.

Other Enhancements

1.    Secure System Work Modules using the encrypWA password field in/etc/passwd or
/etc/group will require modification.

Installation

Release 4.0 is a major release introducing extensive architectural changes. As such, it requires a full system
installation. With the new setup utility, system installation and configuration is, however, much more conve-
nient.
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Writing Parallel Programs for the Sequent Multiprocessor

¯ Stephen Frede
Softway Pry Ltd.

The Sequent family of computers are symmetric multiprocessors. In order to take fullest advantage
of the multiple processors available, a single application has access to specialised parallel
programming primitives. This talk is a discussion of those primitives in the context of the C
programming language and the Dynix (parallel UNIX clone) operating system.

Unix on the Cray

Peter J. Weinberger

Bell Laboratories has had a Cray XMP-24 for about 18 months. During most of that time the
machine ran both COS and Unicos, Cray’s version of Unix. Recently it started running Unix on
both processors. Supercomputers are unlike the usual run of Unix machines, and I shall talk about
our experience, and implications for the system.
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A low cost, short range, reconfigurable microwave
data link *

Chris Clarkson, Ian Dall &~ Alex Dickinson

1 Introduction

Many institutions, such as research facilities and universities, that utilize large scale
computer services are distributed geographically, with buildings being separated by dis-
tances of up to several kilometers. Historically such institutions have had computer
services provided by a centralized facility with user terminals connected via serial lines.
The more recent availabihty of minicomputers, workstations and powerful personal com-
puters has led to a change in the distribution of computer facilities. Processors are in
general moving closer to the user, often onto the desk. This redistribution has in turn
increased the need for computer interconnect. A great deal of a computers power as a
tool comes from its information sharing capability. Users can share programs, data and
messages and this move to distributed processing requires networking facilities that can
maintain these services as users move off central machines.

This paper describes a flexible networking link based around digital and microwave
hardware. The link has been designed to support a variety of different networking
needs in a single, user reconfigurable unit:

.
Distributed Processing. Interconnection of mainframes, minicomputers, worksta-
tions and file servers is supported by the provision of fast TCP/IP capable links,
allowing use of higher level facilities such as NFS and ACSnet.

.
Mixed Processing. Interconnection of personal computers is supported by the pro-
vision of simple links that appear as serial lines thus economically interconnecting
personal computers via serial ports and the use of simple communication facilities
such as Kermit.

,
Centralized Processing. Interconnection between ordinary terminals, printers or
personal computers to central machines is also provided by the provision of simple
links that appear as reconfigurable serial fines.

*Copyright @1987 C. Clarkson, I. Dall, A. Dickinson
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The unit itself has a number of advantages in addition to its flexibility in terms of
networking tasks:

1. Channel reconfigurability. The unit may be configured with between four and one
hundred and twenty-eight channels by installation of the required number of four
channel sub-systems. The baud rate of each channel may be separately selected,
with the channels being multiplexed onto a single 500k bits per second link.

.
Interface simplicity. The unit provides a link that is transparent to the user. RS-
232 connections, which can make use of either XON/XOFF or DTR/CTS flow
control, are provided at either end and appear to be connected by a "virtual wire"
provided by the link hardware and software. However the microwave medium is
inherently less reliable than a "physical wire". Therefore the protocols within the
link ensure that it appears to the user as a one hundred percent reliable "virtual
wire".

3. Installation simplicity. The only requirement on transceiver installation is line-of-
sight capability. This has obvious cost and time advantages over installing cabling,
without cabling’s poor expansion capacity.

:

4. Recurring costs. The recurring costs are independent of volume of data transfer,
basically equipment servicing and a yearly licence fee. Telecom’s proposed move
to time based local digital data charging makes this style of link attractive as an
alternative to local modem links.

In this paper the system design, communication protocols and hardware implementation
of the link are described.

2 System Design

The system design of the link is partitioned at the uppermost level into digital and
microwave modules. The microwave module is regarded as providing a single, high
bandwidth, unreliable serial link. The creation of multiple, reliable link channels be-
comes the province of the digital module, and it is the design of this digital module that
is described in this section.

The digital system is partitioned into three modules, each providing an increasingly
abstract layer of communication services. This structure is analogous to that provided
by the lower levels of the International Standards Organization Open Systems Intercon-
nection model. Interactions between layers occur only through well defined interfaces
that operate on a client-server basis, the lower levels acting as servers (clients) to the
higher levels for incoming (outgoing) data.
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The three modules are:

1. Input £evel: The Multichannel Processor (MCP).

2. Intermediate £evel: The Polling Processor (PP).

3. I, ink £evel: The Link Management Processor (LMP).

MCP

PP

Figure I: System overview.

The overall system design is illustrated in Figure 1. The operation of the three digital
modules is described in the following subsections.

The Multichannel Processor

The input level section provides the interface between the system and the RS-232 data
circuits. It has been named the Multichannel Processor (MCP). The MCP provides
for an initial level of data concentration/distribution. An MCP supports four RS-232
ports. The configuration of speed, flow control interpretation and parity is facilitated
for all the four channels. The design of the MCP is shown in Figure 2.

The MCP operates in the following manner. Whenever a byte of incoming data is
received on any one of the four channels the MCP reads this data and attaches an
address to it. This address is derived from which channel supplied the data and where
the MCP is in the system backplane. The MCP then writes this data into a queue
which is presented for the next level to read. The MCP must in addition read from a
second queue, which another layer writes outgoing data into, and transfer this to the
appropriate RS-232 circuit.
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Figure 2: MulLichannel Processor (MCP) overview.

The MCP must also cope with flow control of the channels. Flow control can either
take the form of in band XON/XOFF or out of band DTR/CTS. An additional flow
control consideration for the MCP is the filling of its internal queues azzd the prevenLion
of loss of data. The MCP accomplishes these Lasks by means of in band signaling of
both out of band data and control information by means of special packets. The M CP
must Lherefore keep track of the state of the flow control on each channel. Options are
provided for interpreting XON/XOFF or not and utilizing DTR/CTS or not.

2.2 The Polling Processor

The Polling Processor (PP) is responsible for polling the MCPs and presenting the
collected data to the next level. At this level a statistical multiplexing scheme could be
implemented. However i~ the prototype design a straight poll of the MCPs is carried
out. The complexity of this section could be decreased by reducing this processor
to nothing more than a multiplexer, a counter and some combinational logic. However
using a microprocessor provides a high level of flexibility in implementing efficient polling
strategies. The design of the P P is illustrated in Figure 3.

2.3 The Link Management Processor

The Link Management Processor (LMP) is responsible for the majority of complex high
level link functions. The LMP must read data from the PP and assemble it into packets
~o be sent Lo the microwave module. It transfers these packets to devices that subse-
quently feed the microwave hardware. It must hold copies of these packets in memory
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Figure 3: Polling Processor (PP) overview.

until it has received positive acknowledgement of their receipt. If positive acknowledge-
ment is not received for a packet then the LMP must resend it. Therefore these packets
must contain packet identification, acknowledgement or otherwise of sent packets, and
error checking information. The LMP must also disassemble incoming packets, check-
ing their validity, placing acknowledgement information in outgoing packets and finally
present the data to an MCP. The design of the LMP is illustrated in Figure 4.

2.4 Performance

The link data rage is limited by two factors, the raw bit rate of the microwave system
and overheads within the digital system. Radio frequency bandwidth limitations dictate
a raw bit rate of 500k bits per second between the microwave components. There are
three sources of overhead in the digital system. The first comes from constructing
packets in the MCP to be passed to the next level. The second source of overhead
comes in the additional information required in the LMP packet constructs. This is
in fact minimal and only of the order of five percent because of the LMP packet size.
The final overhead is introduced by packet storage and retransmission. This overhead
is somewhat indeterminate but may be as high as twenty five percent depending on the
protocol used. From these consideration a figure for the effective bit rate of the link
may be derived and the baud rate of a channel when the maximum number of MCPs
are present. It can be shown that the effective bit rate of the link is approximately 200k
bits per second, implying that the average baud rate of a channel when all MCPs are
equally loaded is a little more than 1200 baud. However much higher peak baud rates
on each channel can be achieved.
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3

Figure 4: Link Management Processor (LMP) overview.

Communication l ro ocols

The system essentially utilizes only two protocols. One of these is concerned with the
concentration and flow control handling within the MCP and is internal to the sending
and receiving systems. The other protocol appears at link level and is used to obtain
reliable end to end transfer of data over the unreliable microwave media. This is the
more complicated of the protocols.

The MCP packet protocol entails a concentration step and signaling for out of band
data and control information. The MCP packet has three elements. The first element
is the data that is being sent. The second element is the address of the channel the
data is destined for. The final element is a flag signaling that the packet is either a
conventional packet or a packet that contains out of band or control information.

The link level protocol is an error detection and retransmission protocol as opposed
to an error detection and correction one. A sixteen bit Cyclic Redundancy Check is
used to perform packet verification. A windowing system is therefore implemented to
facilitate the resending of packets out of order. The link packet has four elements.
The first element is packet identification information. The second is acknowledgement
information used for packet verification. The third element is link status information.
The final element is a stream of MCP packets followed by CRC information. The
protocol is tailored for use on a synchronous link.
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4 Hardware Design

The system is packaged in two units, the microwave transceiver hardware and the digital
hardware. The two are connected by a single high speed RS-422 serial data link. This
enables the microwave unit to be placed in a position with line-of-sight access to the
other end of the link and the digital unit to be placed in a position such as a machine
room.

It should be noted that the digital hardware is independent of the medium employed
and could be applied for use with other unreliable physical links such as line of sight
infra-red or laser links.

4.1 Digital Hardware Unit

The design of the digital hardware is a compromise between performance, flexibility
and cost. Microprocessors are used in all three modules of the digital system because
of their low cost and flexibility. However, in several cases novel designs for interfaces
between microprocessors and the rest of the associated hardware have minimized the
processing to be done in software. This occurs with little or no extra hardware costs
and with minimal reduction in flexibility. Extensive use has been made of hardware
FIFO queues in communicating between the digital system components. This allows a
very simple interface between the three sections without the complexity of multi-ported
memory which would otherwise be necessary to achieve sufficient performance.

The Motorola 68000 processor has been selected as the processor for use throughout the
system. While in some cases an eight bit processor such as the Zilog Z80 may have been
adequate, the cost difference would have only a minimal effect on the overall cost of the
system, and the extra processing power would prove invaluable if more sophisticated
algorithms are used in future developments.

Each MCP consists of a 68000 processor, two dual asynchronous receiver transmitters,
an input FIFO, an output FIFO plus associated RAM, ROM and a small amount of SSI
"glue". The output FIFO of the MCP connects with some control logic to the PP via
the split system bus (SSB). The PP always controls one half of the SSB and so avoids
all bus latency and arbitration overheads.

The P P consists of a 68000 processor, RAM, ROM an output FIFO and some SSI
"glue". The "glue" logic has been kept to a bare minimum by using a very simple
address decoding scheme. This is possible because the physical address space of the
68000 is much larger than will be used in this application. The PP communicates with.
the LMP via a FIFO.
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The LMP consists of a 68000, RAM, ROM, a four channel DMA controller, two Univer-
sal Synchronous Receiver Transmitters with in built CRC generation and testing and
associated SSI "glue". Most of the data handling is done by the.four channel DMA
controller which transfers data from the input FIFO to RAM, from RAM to the output
USART, from the input USART to RAM and from RAM to the SSB.

Data is transferred from the LMP to the MCP via the other half of the SSB. The LMP
simply places the MCP packets on the SSB. No extra processing is necessary since the
packets contain the address of the destination MCP.

4.2 Microwave Hardware Unit

The system utilizes a simple microwave transceiver capable of full duplex operation. The
transceiver operates in the X band of the Ultra High Frequency ranges. The transmitter
incorporates an amplitude modulated ten milliwatt GUlm diode oscillator. Superhetro-
dyne technology is employed within,the recei~er. Modulation and demodulation are
accomplished using standard amplitude modulation techniques. An RS-422 channel is
provided for communication with the digital hardware unit. The design of microwave
hardware is illustrated in Figure 5.

Antennas

Figure 5: Microwave hardware overview.
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5 Conclusion

This paper has described a versatile, reconfigurable and extendable microwave data link
for use in economically providing a spectrum of networking services to localized sites.

A prototype link is currently being produced. It is to be installed between the University
of Adelaide computer centre and a university residential college. The link will provide
for the college’s growing needs by virtue of its extendability, as more ports axe required,
further MCP boards may be installed.
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ABSTRACT

Several features new to Release 3 of System V are intended to support the
implementation of network protocols and applications. STREAMS provides the under-
lying mechanism for implementing network functions as layered kernel modules with
well defined interfaces. AT&T has tendered its Transport Interface (based on the IS O
Transport Service Definition) as the common interface to be presented by transport
providers to higher layers of kernel modules and user programs. This framework is
supposed to set the scene for the future development of network protocols and services
in System V.
The STREAMS mechanism and the Transport Interface will be described. Remote File
Sharing and cu/uucp will be cited as examples of applications using them. Cursory
comparisons with alternative systems may be made.

1. Introduction
The UNIX~- operating system has frequently been used as a vehicle for research into and experimentation
with new ideas in computer networking. However the traditional character I/O system was designed
with slow terminal lines in mind. It handled data a character at a time with minimal processing con-
cerned only with the user interface (such as input editing).1 For high bandwidth communication techno-
logies and complex network protocols it lacked efficiency and generality. Various enhancements were
made to the system over time. Efficiency improvements included handling groups of characters together
where possible. Some functionality was added with line disciplines. Of course ad hoc changes did not
improve the general appeal (structure, maintainability, extensibility) of an area of the system that had
long been complicated. Dennis Ritchie redesigned it. His Stream Input-Output System was described,
appropriately, in the October 1984 special issue of the Bell Laboratories Technical Journal.2

When seeking to redress the lack of support for networking services in UNIX System V, AT&T chose
Ritchie’s Stream I/O System as the basis for the new framework on which such services could be imple-
mented. They called their variant STREAMS.3-

By predefining the service interfaces of certain levels of protocols AT&T intends System V to help the
implementation of both applications that are independent of the protocols whose services they use, and
of higher level protocols that are independent of the implementation details of lower level ones. In par-
ticular a Transport Interface has been defined.

To allow user processes to access services provided by STREAMS modules in the kernel various
enhancements were made to the user/kernel interface. The lack of a good method for user level pro-
grams under System V to do I/O on several devices in a demand driver manner ("synchronous I/O mul-
tiplexing") has been dealt With to a limited extent.

These new facilities are available in Release 3 and are introduced in this paper. It should be stated at
the outset that some other UNIX operating systems have features which address similar problems as

UNIX is a trademark of Bell Laboratories.
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these. A brief reference to them is made.

2. STREAMS

2.1. Motivation

Figure 1 shows the protocol components of a file transfer session using DARPA Internet protocols over
Ethernet.4,5 Data flows from the server process to the client process via the protocol modules on the
server’s host, the physical medium and the protocol modules on the client’s host, and vice versa. It
undergoes processing in the various modules mostly concerned with managing the communication as
well as the file transfer. We are concerned with using STREAMS to implement the flow and processing
of the data within a host running System V Release 3.

2.2. The Structure of a Stream
Figure 2 shows a simple use of STREAMS. A device driver in the kernel is connected by a full-duplex
connection, called a Stream, to a user process. It is created when the user process opens a character spe-
cial file that is distinguished in the kernel configuration as identifying a STREAMS device rather than a
traditional character device. The Stream is then referenced with the returned file descriptor as with trad-
itional character special fries. All Streams start out this way. A Stream disappears from the system
when last closed.

The Stream head manages the user/kernel interface (Section 3). That is, it implements those system
calls relevant to STREAMS. For example, it copies data between a user process’s memory and a
Stream in response to system calls.
A more interesting Stream may be constructed by pushing a module onto it. This causes the module
named to be interposed in the Stream at the top and hence to receive, presumably process, and re-send
messages flowing up or down the Stream. Conversely the module currently at the top may be popped
off. Each time a module is pushed a new instance of it is created. Modules, drivers and heads com-
municate by passing pointers to messages; copying is generally avoided. Modules, like drivers, are
implemented in the kernel; a given module must have been configured to be pushed.
Suppose that the device in Figure 2 is a serial interface (presumably with a terminal attached). Data
written to the Stream is transmitted to the terminal with no post processing (eg. tab expansion). Input
read by the process has not been subject to canonical processing (eg. no carriage-return to line-feed
mapping). A request for parameters from the Stream provides the baud rate and number of stop bits
being used but not the current erase or interrupt character. In Figure 3 a module implementing tradi-
tional tty features has been pushed onto the Stream. Data put onto the Stream by the process and the
driver will now be processed in the manner of traditional ttys.
Alternative line disciplines may be implemented as distinct modules. Note that the hardware dependent
details have been contained in the driver. The generic, hardware independent, terminal functions have
been placed in a module that may be used above any serial device driver. In fact it may be pushed onto
any Stream that is associated with a terminal user, such as a network connection to a remotely logged in
user.

2.3. The Structure of a Message
The unit of data on a Stream is a message. Whether a module or driver respects the boundaries between
successive messages depends on the semantics that it implements. The serial interface driver in Figure 3
would ignore message boundaries in both directions treating each character as the unit of data. The tty
module may assemble incoming characters into lines and place each line in a separate message so that
the process reads one line at a time as is expected of ttys. However, boundaries between messages from
the process are likely to be arbitrary, perhaps corresponding to the process’s output buffer size. A
module doing packet assembly/disassembly may treat data to and from the disassembled (start-stop) side
one character at a time whereas each message to and from the assembled (packet mode) side may
correspond to one packet on the network. Any meaning attached to message boundaries is by conven-
tion between cooperating modules, drivers and processes. Of course structure information may be
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encoded in the data using other conventions.
Since modules, drivers and processes communicate by passing messages a mechanism is required for
them to pass control information. This is done by tagging each message with a type. The set of mes-
sage types is fixed and includes the following.

DATA
PROTO
IOCTL
IOCACK
IONAK
ERROR
STOP
START
DELAY

user data, protocol headers etc.
service primitives and their parameters (Section 4)
an encapsulated user process ioctl call

the response from the driver to an IOCTL
a driver notifying the head of an error condition

a request to a driver to start, stop or delay transmission
Some message types flow in sequence with DATA and are subject to flow control. Other types are
given priority, jump to the head of queues and are never held up by flow control. For example PROTO
messages are in the first category. This is necessary as they may delimit state changes in the data
stream. A PROTO message that enables or disables a data encryption module would cause havoc if it
travelled out of sequence with the DATA messages concerned. On the other hand a STOP message is
given priority as it is assumed that the remote end of the communication has requested, in a protocol
dependent manner, that transmission be stopped immediately. For example, in Figure 3 it may be the tty
module that recognises XON/XOFF characters from the remote end and signals the driver with
START/STOP messages.
Memory for messages is allocated in fragments of a small number of fixed sizes ("quick fit"). A mes-
sage consists of one or more chained fragments of the same or different types. For example an IOCTL
fragment is followed by a DATA block containing the arguments to the call.

2.4. The Structure of a Module
A module is composed of two halves. The write half handles data flowing downstream from user to
device. The read half handles data flowing upstream from device to user. For each instance of a
module there are two queue structures, one for each half, called the read and write queues. These
queues may be used for buffering data, if required by a module. Messages are queued by linking the
head of the first message to the queue and linking the head of each subsequent message to the head of
the previous message. In any case queues serve as the kernel’s handle on the module (halves).
Data arriving at a module from upstream may be immediately processed and passed onto the next
module downstream. Or it may be put on the module’s write queue pending later processing. Similarly,
data arriving from downstream may or may not linger on the read queue. The entry points to a module
consist of two functions for each direction, the read and write put and service routines. Put routines are
mandatory; service routines are optional. When a message arrives at a module the appropriate put rou-
tine is called with (pointers to) the appropriate queue and the message as arguments. Passing the queue
distinguishes between multiple instances of a module. At the choice of the module designer, the mes-
sage may be immediately processed and passed onto the next module. Or it may be placed on the
queue. In that case the associated service routine is implicitly scheduled to be called at some later time
(if the queue was previously empty).

Service routines are called with a queue as their sole argument. By writing modules so that they save
state in a "per Stream" data structure they can be made to function a bit like coroutines. One of the
queue structure’s fields is an otherwise unused "generic" pointer that is usually initialised by the
module (when it is pushed onto the Stream) to point to that Stream’s data. Hence the queue argument
establishes the module’s state for the particular Stream. It is important to note that modules are not
processes, but just kernel subroutines. The only context supplied them by the kernel is the queue argu-
ment.
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Service routines are called by the kernel scheduler and may be interrupted. Put routines are generally
assumed to be called at (hardware) interrupt time and hence with interrupts masked. The module
designer can therefore separate processing into a priority part that must be done as soon as possible even
if interrupts are disabled, and a less urgent part that may be done with interrupts enabled.

2.5. Multiplexing

Although a module may be pushed onto many Streams each instance is independent. A driver, however,
may be involved in many Streams simultaneously. The serial interface driver in Figure 4 is handling a
device with several ports. It must be concerned with aspects of the system’s single interface to the dev-
ice as well as the device’s many interfaces to its attached lines. Such a driver is said to have upper
multiplexing,. Individual Streams are created by opening different minor devices.
A hardware device driver is a special case of the need for multiplexing when implementing networks.
More generally, multiplexors may be required at intermediate points in a Stream. Implementing a tran-
sport protocol that provides many process to process connections on one host to host link requires upper
multiplexing (Figure 5). Alternatively, an internetworking protocol deals with messages from many net-
work interfaces, hiding higher level protocols from this fact (Figure 6). This is called lower multiplex-
ing.

STREAMS provides multiplexing by generalising the notion of a driver. Multiplexing drivers have a
minor device for each Stream that they are willing to connect to simultaneously. Streams above a multi-
plexing driver are created by opening the device as with device drivers. Attaching a Stream below a
multiplexor is more complicated. The head of the Stream that is to be multiplexed is connected to the
lower side of the multiplexing driver. This is done by opening the device and issuing an ioctl call on it
with the lower Stream as an argument. The lower Stream is then accessible only through the multiplex-
ing driver until the process explicitly breaks the connection with another ioctl or closes the device. A
lower multiplexing driver is configured by requesting many such connections below it. A driver may be
both upper and lower multiplexing. For example, the ARPAnet Internet Protocol6 is designed to connect
to multiple networks and to dispatch packets to different higher level protocols depending on a field in
the IP header (Figure 7). Note that Stream configurations are determined at run time from a set of com-
ponents determined when the kernel is configured.

2.6. Flow Control on a Stream

The STREAMS flow control mechanism is tied to queues and service procedures. Before passing a
(low profity) message on, a module is expected to check that there is room for it in the next module’s
queue. If there is not, it is expected to keep the message on its own queue. When the next module’s
queue has enough room, the first module’s service routine is automatically called to restart the data
flow. In this way, congestion at a driver causes data to back up in the previous module, then the one
previous to that, and so on. This will extend back to the Stream head, if necessary, causing any further
writes by the process to block and put it to sleep. When the driver’s output queue drops sufficiently the
previous module is re-enabled and its queue then drops, re-enabling the module previous to it. Eventu-
ally the Stream head is re-enabled, the process wakes up and the write call completes. A module (or
more correctly a read or write half of a module) that has no service routine takes no part in flow control.
If modules obey the rule about service routines checking for space before passing a message to the next
module, they need not be concerned with flow control. The system takes care of suspending and re-
enabling modules. This is because one instance of a module takes part in only one Stream. However
multiplexing drivers are more complex. They take part in multiple Streams. In general, data entering
on one Stream may leave on any other. The automatic re-enabling of service routines across modules
does not happen for drivers. Modules have exactly two queues, a read queue and a write queue. Each
queue has a put and a service routine. But drivers have a pair of queues for every upper and lower con-
nection point. It is up to the driver to route messages between them according to whatever protocol it is
implementing. Drivers can have different upper and lower read and write put and service routines, a
total of eight entry points (as well as those for initialisation). In the example of Figure 7, congestion in
the serial driver should not stall the IP driver and inadvertently affect the Ethernet. There are separate
queues on the lower side of the IP driver for them. It is up to the driver writer to decide how
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congestion on the lower side should be reflected on the upper side, and vice versa. For example, a mul-
tiplexing protocol that flow controls virtual circuits individually could base advertised window sizes on
the state of the appropriate upper Stream. Note the distinction between Streams flow control and net-
work flow control.

3. The User/Kernel Interface
As mentioned in the previous section, the Stream head translates between user process system calls and
messages on the Stream. This includes suspending and rewaking a process according to the require-
ments of flow control. In addition it can affect a process by posting a signal on it at the request of a
module or driver, such as when a terminal user types the interrupt character.
There are several new system calls in System V.3 associated with Streams. The most obvious are those
for writing data to and reading data from a Stream, putmsg and getmsg. Unlike read and write, each
call specifies two buffers using a control and a data parameter. Hence module control information is
separated from ordinary data. The control parameter of a putmsg call specifies data to go in a PROTO
fragment. The data parameter specifies data to go in as many DATA fragments as required. The mes-
sage placed on the Stream consists of the DATA fragments linked behind the PROTO fragment. Con-
versely, any PROTO fragment in a message arriving at the head is transferred to the process according
to the control parameter of a getmsg call and the data fragments are transferred according to the data
parameter. Note that the PROTO part is not intended to contain a protocol header but rather a request
to or an indication from a service provider.
A common need when writing user level programs providing network services is to be able to do I/O on
many (real or pseudo) devices in a demand driven manner. An example is a window manager that mul-
tiplexes data for many pseudo-terminals onto one serial line. The problem is that initiating a read on
one pseudo-terminal when no data is available causes the process to sleep awaiting its arrival, oblivious
to data output by other pseudo-terminals or input from the line (ie. reads block). A similar problem
exists when writing, as a device whose output queue is full may cause the process to sleep until it drains
(ie. writes block). Previous releases of System V have allowed the programmer to specify immediate
return from a I/O calls that cannot be immediately satisfied. The problem is often not that the program
doesn’t want to block, it just doesn’t want to block on one device when it could be doing I/O on
another. STREAMS avoids these problems with the poll system call. A process can determine which
of many devices can be read from or written to immediately. It may elect to carry on if none can be
read immediately, or to block until at least one can be and/or a timer expires. Unfortunately, poll is
only applicable to Streams. Under System V.3 the pseudo-terminals mentioned above could be imple-
mented as Streams devices and/or modules but if the real device is not driven by a Streams driver we
still have a problem.
There are some situations in which it is desirable to expedite the processing of data to or from a Stream
over other "background" processing. In this case the programmer can request (per Stream) that a signal
is to be posted when an "interesting" condition has occured, such as the arrival of data. System V sig-
nal handling has been improved to make this feasible.

4. Service Interface Definitions

Applications that require only simple, common network services could ideally be written in a network
independent manner. That is, the same program could be run over different underlying networks simply
by giving the name of the service provider as an argument. A similar ideal is that where a higher level
protocol requires only a common, simple service from a lower level protocol, it should be possible to
use implementations of the two protocols of diverse origin with no re-writing.
STREAMS provides a general framework for implementing protocol modules. It does not enforce the
compatibility of programs with protocol modules or the compatibility of implementations of protocols
from the same family (let alone different families). In addition to STREAMS, in System V.3 AT&T
have promoted the idea of protocol independent applications via standard service interface definitions.
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4.1. Transport Interface

AT&T have defined an interface to be presented to higher levels by transport service providers. Also,
they have developed some guidelines for achieving protocol independence in applications. Known as
TLI, the Transport Interface is modelled on the ISO Transport Service Definition.7 Note the difference
between a service definition and a service interface definition. The former defines the services to be
provided in an abstract manner, for example the primitives. The latter defines how they may be
accessed, for example how requests for service are encapsulated as subroutine calls or messages. Stan-
dards bodies usually deal with the former definitions and deliberately avoid the latter.

A kernel level service interface is via messages passed on Streams. The messages are structured as a
PROTO fragment whose data contains a code for the primitive required plus any parameters, followed
by zero for more DATA fragments containing user data. Such messages may be read and written by a
user process with the getmsg and putmsg system calls. For the Transport Interface, a library is provided
to simplify programming. It includes routines corresponding to each service primitive.
Future service interface definitions for System V are expected. For example a well accepted link level
service interface definition could allow one vendor’s Ethernet controller (with driver) to be used with
another’s Internet Protocol implementation without modification of source code by any party.

4.2. Uucp
Uucp is a package that provides store and forward transfer of files and jobs between machines running
UNIX operating systems.8 Historically this has used dedicated serial lines or connections dialled over a
telephone network. Where a more sophisticated network is available it may still be useful to provide
uucp services in the interests of uniformity.
With System V.3 the configuration management of uucp has been modified. One modification is the
addition of a routine to set up calls over any network that implements a TLI compatible transport ser-
vice. A host on such a network can be contacted by uucp by configuring the transport provider as the
device, the host’s transport address as the telephone number, and the device type as TLI rather than one
of the other known types (such as diallers).

Of course cu is similarly enhanced. These are examples of protocol independent applications imple-
mented as user level programs using TLI.

4.3. Remote File Sharing
An example of a transport service user implemented in the kernel is AT&T’s Remote File Sharing.9
This is a mechanism for extending the file system of one machine with those of other machines on a
common network, thus making remote files transparently accessible. (Its functionality may be compared
with the Network File System1° from Sun Microsystems.) When RFS is started (usually at boot time)
the kernel is informed of the TLI compatible transport service to be used. This service is also used by
various RFS support processes such as name servers. It is possible to shutdown RFS and restart it using
a different transport service without rebooting the machines.

5. Protocol Migration
It is interesting to consider whether STREAMS lends itself to protocol migration. By this we mean
moving the implementation of a protocol between user and kernel or between kernel and hardware (or
firmware.) It is usually more convenient to debug user level code than kernel code. But a user level
implementation may not perform as well as a kernel implementation. Debugging an implementation as
a user level program and then putting it into the kernel may therefore be attractive. (Of course if the
rewriting required to fit it in is too great this approach may not be worthwhile.) Sometimes it may help
to devise Stream configurations that provide the required inter-process communication. For example, a
pseudo-terminal may be constructed from a loopback driver, a tty module and a control module (Figure
8).
Since Streams are dynamically constructed it is possible to switch between user and kemel versions of a
module without rebooting, although existing connections are presumably lost. A virtual terminal proto-
col is a likely candidate for migrating in this fashion. Figure 9 shows a remote login server
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configuration with a user mode virtual terminal protocol implementation. (A pseudo-terminal connects
the virtual terminal module and the user’s process.) In Figure 10 it has migrated into the kernel. Figure
11 shows the client end in user mode and Figure 12 shows its migration.
Taking the kernel’s viewpoint we may call the above immigration. On the other hand, consider emigra-
tion. When a low level protocol implementation has been well tested and tuned it may become a candi-
date for moving onto a dedicated processor. There are various reasons for doing this; it may improve
performance, reduce the load on the main CPU(s) or it may be easier to package a product in this
manner. (But none should be taken for granted.) Of course STREAMS says nothing about the structure
of the hardware involved in a Stream. There is nothing hard and fast about where we "draw the bottom
line" in configurations such as that of Figure 2. For example the functions of the tty module could emi-
grate to firmware on the serial interface board° It may be possible to ease this by using mechanisms
similar to those of STREAMS in the firmware when it is first designed. A hardware driver or expatri-
ated module on the outboard processor could be given the impression of a Stream connecting it to the
lowest level module in the kernel, and vice versa. This would be assisted by designing the
hardware/kernel interface so that it appears transparent to the modules above and below. Of course
these principles would also simplify the repatriation of modules if required for further enhancement or
debugging. Figure 13 shows a variation of Figure 7 with several low level modules emigrated onto their
associated hardware.
If the hardware/kernel interface supports many Streams crossing it simultaneously, an upper multiplexor
could emigrate. This would be the case with an outboard TCP implementation. There may be examples
of usefully expatriated lower multiplexors. Unless all the network interfaces are accessible by one out-
board processor, IP does not look like one of them!
Ideally the location of a module within the kernel or an outboard processor should be transparent to the
configuration of Streams. That is, a user process should be able to push and pop modules and link up
multiplexor drivers without regard to their implementation. We believe that this is possible above multi-
plexors but that transparent dynamic linking below multiplexors may require changes to STREAMS.
Given such a mechanism for implementing and configuring the lower modules of a Stream on an out-
board processor, we raise the possibility of expatriating middle level modules as well. That is, a module
is to be implemented outside the kernel on an outboard processor but is to appear on a Stream between
modules that are both implemented inside the kernel. Clearly the transparency of the hardware/kernel
interface from the point of view of Streams is crucial to such a scheme. A module doing data encryp-
tion is a likely candidate for such treatment as these functions are heavy consumers of both processing
and programming resources. Figure 14 shows an encryption/decryption module added to the Virtual
Terminal Server of Figure 10.
Of course outboard processor implementations of network protocols are common, including TCP (with
IP limited to one network interface). Our interest here is with structuring kernel software and network
interface firmware so that migration between them is easy and the architecture of the whole system is
preserved.

~io Alternative Systems

The Eighth Edition of the UNIX system (ie. the Bell Laboratories research version) implements Ritchie’s
streams with some interesting extensions11 and a Network File System.12 It is also understood to have
synchronous I/O multiplexing support.

The Berkeley Software Distribution (release 4.1 and later) has extensive support for kernel implementa-
tions of network protocols, defines a service model for the user/kernel interface, has synchronous I/O
multipexing support and has "asynchronous" I/O support using signals.13

7. Summary
System V.3 STREAMS offers a basis for development of new computer networking products for System
V and for the rationalisation of old ones. The development of terminal oriented services would be
assisted if terminal drivers were consistently written or rewritten using STREAMS.
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Standard service interface definitions allow some applications to be written in a protocol independent
fashion and allow mixing of kernel protocol modules. However these l~ssibilities may not be achieved
if such def’mitions are not developed and published in a timely manner.
The way in that STREAMS passes information in messages rather than by procedure calling lends itself
to protocol migration especially between kernel and hardware. Such migration may not be not limited to
the ends of a STREAM.
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Optimizing C: Benchmarks and Real Work

Michael Tilson

Many UNIX systems are now supplied with "globally optimizing" C compilers. These compilers
perform a wide range of program transformations, such as common sub-expression elimination or
loop invadant removal. These transformations can considerably improve the speed of benchmark
programs (such as the ever popular "Sieve"), and they improve the speed of certain classes of
applications programs.

However, users have been disappointed to discover that optimizing C compilers make little or no
improvement to heavily used UNIX utilities or to the UNIX kernel itself. 1 Many parts of the
UNIX system have been hand-tuned over the years; the opportunities for traditional mechanical
optimization are limited since the C language allows the programmer to perform, at source level,
optimizations such as register allocation and indexing strength reduction via pointer variables.

This talk will discuss current work at HCR aimed at using an optimizing C compiler to improve the
performance of real UNIX utilities. The talk will review the state of optimizing C compilers,
performance that can be expected on various classes of program, variations with computer
architecture, and the issues involved when attempting to boost the performance of already
well-ttmed utilities.

Optimization will be shown as a "programmer productivity" issue. In C at least, almost any degree
of optimization can be achieved by hand. Developers of optimizing compilers should look for
high-payoff transformations that would be difficult to perform by hand, or that would destroy the
readability and structure of the program if performed at source level.

1With some compilers, you are lucky if the program continues to work after "optimization", especially in the case of
the UNIX kernel. The C language presents optimization difficulties, especially with global variables, pointers, and
asynchronous events, and some suppliers are not sufficiently careful. The UNIX "signal" mechanism ensures that
even user-level programs can and do process interrupts, so an optimizer that can’t compile the kernel also shouldn’t be
trusted with user-level code. But if a compiler is careful to preserve the proper semantics, then the job of improving
performance becomes even more difficult.
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MEASURING DATABASE PERFORMANCE
USING THE TP1 BENCHMARK

Ken J. McDonell
Department of Computer Science

Monash University
Clayton, Victoria 3168, AUSTRALIA

Acsnet: kenj@moncsbruce.oz

ABSTRACT

This note reports on some performance experiments conducted with a commercially
available relational database management system (let’s call it DBMS-R) in conjunction
with the TP1 benchmarkl. These tests are of particular interest given the popularity of
TP1 as a de facto standard for measuring on-line transaction processing throughput.
This paper assumes the reader is familiar with the TP1 benchmark; full details may be
found inl.

In all cases, the tests were run on an unloaded Unix1 machine in multi-user mode
(with the usual assortment of daemons, especially the Ethemet ones). Several Unix
machines were used, all from the one vendor’s model range; they shall be referred to
as Model-l, Model-2 and Model-4 (model numbers crudely approximate to relative

¯ raw performance).

Except where stated to the contrary (for some Model-4 tests), the filesystems all had a
default configuration with a block size of 16K bytes.

The same brand of disk drives was used in all tests.

This paper appeared in AUUGN Volume 8 Number 3-4.

AUUGN Editor

1. Unix is a trademark of AT&T Bell Laboratories.
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Database Management Systems:
Efficient Implementation for UNIX systems

Angela Heal BSc
Queensland Department of Primary Industry

The recent past has seen the rise in importance of Database Management systems as UNIX utilities.
In this paper we examine some techniques which may be used to implement an efficient and reliable
UNIX DBMS. The centralised and noncentralised approaches and the system resources that they
require in the area of concurrency control are discussed. Several commercially available DBMS’s
are explored and the techniques used in them discussed. An analysis is made of the case where
concurrency control is implemented by using an undo log and record locking. Here, providing a
minimal level of interprocess communication (the fifo or named pipe) is available, the centralised
approach offers many advantages over the non-centralised. This approach makes it possible to
create a fast and reliable DBMS on a UNIX system and still retain a high level of pollability.
Decreasing the portability of the communications module makes it possible to substantially increase
the throughput of such a system without significant rises in system complexity by exploiting
version specific features such as shared memory.
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What’s in a name? (or coping with lots of small files)

J. Lions

University of Hew South Wales, Kensington, NSW 2033.

ABSTRACT

The UNIX System provides both tools and guidance for carrying out partic~dar tasks. R encourages
users to organise their data as lots of small files, and, for program developers, it provides strong
guidance for ways to organise these files. For other tasks that can also be effectively organised using
many small files, the tools are provided, but the guidance is not nearly so clear or effective.

This paper describes one attempt to manage several hundred small files for an ’office’ application where
the main complicating factor has been the sheer number of files. These have been arranged in a
directory hierarchy up to four levels deep and containing approximately more than eighty subdirectories.
Certain major subdirectofies have been designated as ’areas’, and some simple, effective tools have been
developed to allow convenient ’navigation’ between areas. Further developments have been made to the
original concept, e.g. to migrate many area-specific procedures from the usual bin directory to the
various area directories.

Keywords

data files and directories, UNIX system commands, office automation

CR Categories

E.5, H.3.2, H.4.1, 1.7

Note

~This paper is to be presented at the Auswalian UNIX systems User Group meeting in Sydney on August
28, 1987.
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I. Introduction

The UNIX* system has many facets. Most obviously it provides a kernel program plus many useful
user level programs (software tools) including filters and command interpreters that can be assembled
into interesting and versatile combinations. More subtly, UNIX provides some strong models for
organising programs and data in particular ways, and gives strong guidelines for carrying out many
computational tasks. In so doing the UNIX System expresses a particular ’bottom-up’ philosophy for
organising and arranging computations (a philosophy that has won many disciples and converts).

The UNIX System appeals particularly to program developers. (This is hardly surprising in view of its
origins.) By providing strong conventions for arranging files into directories, for naming files and
directories, and through such commands as make, at, etc., it provides program developers with a clear
model as to how they. should use the system (e.g. choose file names, arrange directories, use PATH to
control the selection of executable files, etc.). However the system does not provide such a clear model
for some other types of application, especially where files proliferate and do not seem to fail into neat
categories. At this point many people rush out and buy a conventional DBMS package, but that isn’t
always the real solution. The unadorned UNIX system with its support for handling many small files
economically does provide a suitable base system for many data applications. What the standard system
does not do, in my experience, is give strong hints how this should be done.

This paper describes some of the conventions that I have established for my own use and the software
tools that have resulted. They are not particularly spectacular (it is possible that a wholesale conversion
to omaes might be an even better solution, but it is not clear that it would -- especially on heavily
loaded machines such as our VAX system m and of course emaes is not universally available).
Although the basic approach and tools are now stable, I haven’t yet run out of ideas for extending and
refining them. The approach may be summarised as follows:

Devise a suitable hierarchy and associated directory tree for the storage of data files. This is not
necessarily easy but the aim will be to make an obvious place for each possible file, and to duster
related files close together in the directory tree;

.
Designate major subtrees as areas. Give each of these a distinctive name and associated code-
letter. The areas will generally, but need not necessarily, be distinct and non-overlapping.
Moreover, some subtrees may not belong to any area (but experience suggests that these should be
as few as possible!);

,
If the number of files in an area is large, the area directory may contain subdirectories which
contain the data files. The location of a file in a particular subtree can then be used to convey
status information;

.
Give files short, convenient names (e.g. generated mechanically) rather than particularly
meaningful names which may be difficult to devise. For each area, devise an index file which, for
each file in the area, contains a record relating the file name (relative to the area directory) with a
string of meaningful terms;

5. Provide convenient commands to sldp from one area to another. Set up procedures (using grop)
to search index files for particular terms or strings, and hence to select files for editing;

Procedures will be needed to carry out functions for each area (e.g. to create the index or a new
data file). Some of these will be general, but others will need to be tailored for individual areas,
or will only apply to particular areas. Locate such procedures within the area’s base directory (i.e.
not within a more normal bin directory), but use them indirectly, i.e. via other procedures that are
located via the normal bin directory or equivalent.

* UNIX is a registered trademark of A.T. & T. Bell Laboratori~.
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2. A Solution to a Problem

This paper describes a solution to a real problem. As a journal editor for some years, I had to
correspond with numerous people about articles offered for publication, books offered for review, etc.
The average ’life-time’ for correspondence on a particular item is over a year, and more than one
thousand items of outgoing correspondence are generated each year. After experimenting with a number
of different arrangements (see Lions, 1985), a firm decision was made to establish a separate data file
(item activity file) for each item (article or book). When correspondence relating to an item is needed,
the corresponding item activity file is edited to add letter-generating commands. These commands lie
dormant until despatch time draws near. Then a special command (take) is executed to find all the
recently modified item activity files, and to generate the actual letters in a batch. (Take is a shell script
that uses find, nroff with special macro files, a special filter program, etc.)

The names, for item activity .files consist simply of an alphabetic character followed by a serial number,
e.g. a347, b545, with serial numbers shnply being assigned sequentially in chronological order. (This
highly unoriginal practice was established long before the computer system.) The alphabetic character a
is used for all articles, and b, for all books. When later the need to establish individual files for people
also became apparent, by some arcane reasoning, the letter e (for colleagues) was chosen to prefix the
serial number for such files.

Files relating to items of the same type originally appeared in the same same directory, i.e. level one
subdirectories (of the editor’s directory tree) called articles, books and colleagues have existed ’always’.
As the number of files grew, these directories soon became uncomfortably large. Level two directories
were soon established, and the item activity files were demoted down a level. Assignments to the level
two subdirectories can be made in various ways, but the most useful way is to cluster items so that those
at the same stage of processing appear together, so that an item’s presence in a particular directory
reflects its current state. The obverse side to this is that items migrate between level two directories
during their life-times, and hence they do not retain a single path-name forever.

¯ Imagine that two letters have just been received and require acknowledgement: a review for a book
called ’Denotational Compilers’ by Simonsen (or should it be ’Simmonson’), and a report from a referee
on article on ’Information Hiding’. Clearly, if the serial numbers for the two items are already known,
the associated item activity files can be found as soon as their status (and hence level two subdirectory)
is determined. However, if the serial number is not known, then the available information needs to be
translated into the file name, with any ambiguities resolved along the way. Clearly this is a task well-
suited to a computer, and can be achieved very effectively using grop applied to purpose-built index
files that relate file names to a string derived from the item title and author name(s) for individual areas.
Sample index records might be:

current/a347:       information hiding        mccarthy
ready/b545: denotational compilers simonson

(File names are relative to the area directory and terminated by a colon. For simplicity, all letters are in
lower-case.) All the-details of searching, etc. have now been embedded in a shell script called odit (that
eventually invokes vi), so that to start an editor for the book’s activity file, any one of the following
commands with suffice:

edit -b 545
edit -b mons
edit -b compile

The first argument, -b, spedfies the area, and the second, a search string for the index. The first
argument may be omitted if the current area is already books. Which one of the three alternatives is
selected at a particular time will depend on the information readily to hand. If the serial number is
known, it is always the best choice for the search string (second argument) because it should be unique.
If it is not known, then a string derived from the title or author name(s) can be used, but it may not be
unique, and the user may have to supply (interacfively) a second search string.
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If, while editing the book file to prepare a ’receipt and thank-you’ letter for the reviewer (name
’Robinson’), it is apparent that the reviewer’s address needs changing, the command:

edit -c binso

can be interpolated into the editing session so that the file recording Robinson’s vital statistics can be
found and modified. If the wording of letter needs refining, the command:

edit -m receipt

can be used. What is m? It stands for macros, which was always a level two directory, but only was
made an area some time ago once the potential usefulness of the above command became apparent.

3. Areas

An area is a collection of files and directory that form a sub-tree of the main directory tree. The
distinguishing feature of an area is the existence of a particular type of executable file in (my) bin
directory. For example, for the books area, there exists a file bin/b that contains:

#!/bin/sh
AREA=$HOME/books
export AREA
cd SAREA
PSI=’<b> ’

This procedure is designed to be executed ’in-line’ by the Bourne shell. The ’current area’ (remembered
as the variable AREA) and the current directory are changed to the books area directory (the shell
prompt is also adjusted). The procedure may be invoked directly (via a command ’. b’) to change the
current area semi-permanently (e.g. after all the articles have been processed, and it is time to deal with
the books). It can also be invoked indirectly, and temporarily, via the command bin/go:

#!/bin/sh
# change area - exec’d in line
case $I in
-a) . a ;
-b) . b ;
-c) . c ;
-d) . d ;
-g) . g ;
-h) o h ;
-j) . j ;
-1) . 1 ;

-r)

-s)

esac

A=narticles" ;;
A=nbooks" ;;
A=ncolleagues" ;;
A="documents" ;;
A=ngeneral" ;;
A="home directory" ;;
A="journal" ;;
A="log" ;;
A="macros" ;;

PWD=Spwds ; export PWD
. r ; A=nreviews" ;;
. s ; A="suppliers" ;;
. x ; A="bin directory" ;;
echo unknown area $I && exit 3 ;;

case $i in
-?)    [ -t 0 ] && echo $A ; shift
esac

This procedure, which is called in line by e.g. edit, contains an entry for each of the twelve areas used
in the editorial application. With a little ingenuity, it has been possible to find a unique letter to
associate with each area. There are a number of special cases that can be mentioned in passing:

1. Book suppliers have both the general property of receiving correspondence and the special
property of receiving certain types of correspondence. As a result, it has been convenient to have
the suppliers area as a sub-area of the colleagues area.
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The home area corresponds to the home (i.e. level one) directory. It is useful occasionally to have
this.
The directory for the area designated by x is simply the bin directory, which contains executable
files. Most of these are shell scripts, which need to be adjusted (edited) occasionally. Where the
executable file is actually a compiled � program the index entry points to the corresponding entry
in the src directory. Thus the bin directory also has an index file that contains entries such as:

take: generate batch of letters
mk:    miscellaneous things to do in area directory
../src/enter.c:    update fields in pattern file

Take has already been mentioned; rnk is described below; and enter happens to be a simple
data-entry program that is used for creating new data files.

¯ 4. Area-Related Procedures

Possibly the most successful outcome of the forrnalisation of areas has been finding suitable homes for a
variety of special purpose shell scripts. Activities such as creating new data files, or recreating the
index files, in different areas have many things in common, but also have individual differences. To
create a new data file in the current area, there is a procedure new in the bin directory that invokes a
procedure called newpart that resides in the area’s directory. This in turn may call enter (that lives in
bin) and uses a data file called pattern (that fives in the area’s directory). Thus there is a uniform way
of calling one of a set of area dependent procedures.

Special purpose shell scripts that apply to only one, or a few, areas used to clutter up the bin directory
and naming them appropriately was a problem. (Another problem was to find them again if they were
used only infrequentlyl) To make a long story short, a command mk has solved this problem quite
successfully. It takes an optional first argument to select the area of interest, and another argument to
select a procedure from a ’super shell-script’. The latter occurs in a file, ink.file, located in the area
directory. The code for mk is quite simple:

# [/bin/sh
# mk - operates on a file called mk.file
# located in the current directory or above.
. go # change areas if -a argument
for j in 1 2 3 ; do

[ -s mk.file ] && break
cd .. ; pwd # climb tree ...

done
if [ $i ] ; then option=S1 ; else

grep ’##" mk.file # show choices
echo ’enter option (or q) : \c’
read option

fi
case $option in
q) exit ; ; # quit
*) sh mk.file $option $2* ;;
esac

After changing areas, a ink.file is sought in the current directory or above. If no option is specified on
the command line, all lines in the ink.file with the pattern ’##’ are displayed, and the user is asked to
make a choice. A sample rnk.file is as follows:
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# @#$: miscellaneous things to do with macro files
. m
case $i in
gpsmacs) ## combine & strip gmacs, pmacs & smacs

wc gmacs pmacs smacs &
sed ’ /^\.\\"/d

sl\\".*ll
sl [    ] [     ] *~11
sl^\([\,’"’"’].,\) 1\11
sl \.ds \(..\)/ .ds\ll

’ gmacs pmacs smacs > gpsmacs
wc , gpsmacs
;;

symbols) ## list all nroff symbols used
uncompress mksymbols. Z
mksymbols
;;

index) ##
rm-s temp* */temp*
echo ’index:’ > index
grep ’@#\$:’ ~ ~/* \
I sed ’s/:.~@#\$:o/: /’ \
I sort >> index

;;
*)     echo $0: Option ’ [’ $i ’]’ not recognised. ;;
esac

It will be seen that the file consists almost entirely of a shell case statement, with four entries. The
first three, which represent valid options, have ’##’ lines. (The first option, for anyone who is
interested, shows a script for stripping redundant blanks and comments from nroti/tro|t files.)

The third option is to recreate the index file. For the original areas, which contain item activity files
that conform to a prescribed pattern, the index is generated according to fixed rules. However for other,
less disciplined areas, an alternative method is needed. My solution is, for each file that is to be entered
in the index, to embed an identifying comment line containing the pattern ’@#$:’ before the meaningful
part of the comment. (See line I of the above ink.file.) Such fines can then be sought using grep and
edited to create the new index, as shown.

5. Conclusion

The idea of formally designating subdirectories as ’areas’ and providing suitable support mechanisms
has been canvassed. These mechanisms have greatly improved the usability of the UNIX system for at
least one office application. It has been found that the area concept can be stretched well beyond the
original idea.

6. Reference

Lions, J. (1985): The Development of a Correspondence Package, Australian Computer Journal, 17,
pp. 131-135.
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An Image of The Future

Julian Day
Microprocessor Applications

ABSTRACT

In the United State~ much research has been carried out to solve the complex solution needed to
integrate images, text, alphanumeric data and other forms of unstructed data into a database management
system using a diverse collection of specialized hardware and software components.

This paper discusses the emergence of an Extended Data Processing (XDP) environment which has been
jointly developed by Plexus Computers and Informix Software as a database to store, retrieve and
manipulate very large datafiles, including scanned images of very large documents.

Such an environment has extensive applications throughout industry and government, allowing all types
of data, image and text to be stored on high-density optical disk.

The XDP system merges a departmental computer and relational database management system with
personal Workstations, document scanners, omnifont optical character readers, facsimile machines, laser
printers, optical disks, an optical "Jukebox", microfilm and microfiche scanners, plus support for
industry-standard network communications protocols.

Already, two large contracts have been taken in the US for such systems. One of these, US WEST
DIRECT, is managing a Yellow Pages publishing operation with the system combining images of
advertisements along with numeric and text copy into a mixed-mode database.

Plexus is represented in Australia by Microprocessor Applications who are currently identifying potential
target markets in industry and government.

This abstract and following information copied from a poor reproduction caused by facsilime
transmission. Apologies for any typographical errors.

AUUGN Editor
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PLEXUS XDP SYSTEM
PRODUCT BACKGROUND

Plexus Computers, Inc
3833 North First St.
San Jose, CA 9513zt

(4080 943-9433

Microprocessor Applications Pry Ltd.,
Suite 2, 156 Military Road,
Neutral Bay N.S.W. 2089

(02) 908 3666

The Plexus XDP Extended Data Processing System is the first comprehensive commercial computer
system optimized for "mixed-mode" data processing. The XDP System integrates database management
capabilities with a diverse collection of specialized hardware and software components required to
manage various modes of information, including images, text, alphanumeric data and other forms of
unstructured data. It solves complex data processing problems with a system that is far more flexible
and accessible to end users than previous commercial computer systems.

The XDP System merges a departmental computer and relational database management system with
personal computer workstations, document scanners, omnifont optical character readers, facsimile
machines, laser printers and optical disks into a comprehensive mixed-mode data management system.
It captures, stores, catalogues, manipulates and retrieves many different kinds of information -- from text
and alphanumeric data to images and other forms of unstructured data.

Plexus P/95, P/75 and P/55 computers act as data management hubs in XDP Systems, providing
powerful but flexible data processing capabilities for a variety of system configurations integrating
numerous industry-standard components.

Plexus has signed a $6.6 million research and development contract with the PruTech Research and
Development Partnerships to develop and bring to market the next generation of its recently announced
XDP System Data.Server. The R&D-funded XDP DataServer will be designed as a specialized mixed-
mode processor.

One of the company’s first customers for the XDP System, US WEST Direct, is managing a Yellow
Pages publishing operation with the system. The system combines images of advertisements along with
numeric and text copy into a mixed-mode database.

The integration and automation of these various modes of information is expected to pay for itself in its
first year of operation and substantially improve customer service and production turnaround time.

Additional target markets for the Plexus XDP System include other telecommunications companies, the
military services, federal and state governments, pharmaceutical and health care companies and other
organizations requiting solutions to complex data processing problems.

Plexus, with more than 2,200 computer systems installed worldwide, is recognised as an innovator and
leader in providing industry-standard computing solutions. With 70 percent of its customers already
performing database-intensive applications, the company is well-positioned to extend its product family
to provide mixed-mode data integration for commercial systems applications. Additionally, the
company’s widely imitated multiprocessor architecture for UNIX super-microcomputers, which delivers
minicomputer-level performance, is an ideal platform for mixed-mode XDP System applications.
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XDP SYSTEM ARCHITECTURE

Plexus provides Extended Data Processing System capabilities in a variety of configurations. The XDP
System consists of two major hardware elements managed by Plexus’ XDP Operating Environment
software.

The hardware components are an XDP DataServer and a network of XDP WorkStations.

Plexus super-microcomputers are ideally suited for the XDP DataServer role, because they employ a
powerful multiprocessor architecture. The Plexus P/95, P]75 or P/55 can be used as an XDP Data,Sewer.

The DataServer uses optical and high-speed magnetic disk technology for data storage and management.
Overall system storage capacity can be expanded to up to 280 gigabytes with an optional optical disk
"jukebox".

The XDP WorkStation is an IBM PC-AT-compatible microcomputer enhanced with an image processing
board, interfaces for a variety of peripheral products, and communications software. XDP WorkStations
communicate with the XDP DataServer over an Ethemet local area network.

XDP SYSTEM SOl.WARE

The XDP Operating Environment contains XDP Data.Server and XDP WorkStation software optimized
for mixed-mode data processing. The XDP DataServer software operates under UNIX SysS, while XDP
WorkStation software executes under Microsoft Windows running MS-DOS 3.1. Xdp DataServer and
XDP WorkStation software includes standard and extended components designed to allow the
development of custom applications for mixed-mode data processing.

XDP DataServer software includes the XDP DataManager and XDP Application Utilities Modules. The
XDP DataManager module integrates the Informix-SQL relational database management system with
Plexus-supplied extensions for mixed-mode data management. XDP Application Utilities provide support
for system security, optical jukeboxes and application accelerators.

XDP WorkStation software consists of a library of mixed-mode data manipulation routines (XDPLIB)
and an extended SQL query processor (XESQL). XDP DataServer and XDP WorkStation software are
available in runtime and development versions. Applications in this environment are written in the
high-level language "C."

Plexus will release an extended version of Informix incorporating additional features and an Extended
Development Environment (XDE) for mixed-mode application development in the second half of 1987.
The Plexus XDE will mn in the Microsoft Windows environment. These enhancements provide a
development platform designed to allow value-added resellers (VARs), original equipment manufacturers
(OEMs), application programmers at the customer site, or Plexus to quickly develop mixed-mode
applications.

APPLICATIONS AND BENEFITS

Plexus’ comprehensive solution, for controlling and managing mixed-mode data allows business and
govemment organizations to eliminate data processing frustrations and reduce information management
costs.

Companies no longer need to invest in numerous expensive and incompatible hardware and software
products to manage diverse modes of information. MIS managers and end users gain significantly
greater control over information processing, because Plexus XDP System-solutions provide a single
system for consolidating disparate modes of information.

The XDP System is ideal for any application managing and integrating large volumes of diverse types of
information, including database management, transaction processing, image processing, office
automation, and republishing.

For example the system can automate Army tank maintenance and repair records, including handwritten
forms, technical documentation with illustrations, and detailed forms cataloguing replacement parts and

Vol 8 No 5 86 AUUGN



service calls. In the pharmaceuticals industry, it can automate the paper-intensive process of applying for
and gaining Federal Drug Administration approval on new drugs. It can be used by federal and state
governments in processing medical insurance forms. And in telecommunications, it is already being used
to automate the publishing of U.S. WEST Dixect’s Yellow Pages business.

Plexus’ comprehensive solutions to mixed-mode processing problems also enable VARs, OEMs and
customers to identify and develop new business opportunities as they recognize the benefits associated
with implementing this new approach to managing information.

In early 1986, Plexus formed a Custom Systems Group (CSG) to begin working directly with VARs,
OF, Ms and large end-user customers in implementing mixed-mode data processing applications. The
group is helping these traditional Plexns customers identify and develop new business opportunities
made possible by Ple.xus X:DP System applications.

MARKET POTENTIAL

The X:DP System advances Plexus from the UNIX super-microcomputer market into the heart of the $50
billion commercial computer systems market. The company’s research and independent market studies
indicate that the demand for complex data processing solutions Which require products like the Plexus
XDP System is a significant segment of the commercial data processing market and is growing faster
than the market as a whole.

Plexus initially will focus on providing XDP Systems to customers in several of its existing markets.
These markets include military, civilian government, pharmaceuticals/health care, and the Regional Bell
Operating Companies.

Through its Custom Systems Group (CSG) Plexus has established a strategic partnership program with
key customers and third parties in each of these target markets to develop XDP System application
programs optimized to solve their unique data processing problems.

XDP SYSTEMS COMPONENTS

XDP Workstation

Additional workstations communicate with each other and over an Ethemet local area network.

DP DataServer

The XDP DataServer is a Plexus P]75 or P/95 with up to 6. 7 gigabytes of magnetic memory and up to
eight gigabytes of optical disk storage, or a Plexus P/55 with up to 900 megabytes of magnetic memory.

Optical Disks

The storage requirements for mixed-mode applications typically require optical disk as a mass storage
alternative to magnetic storage. Optical drives are offered in the expansion cabinet of the DataServers. A
total of eight 12" optical drives are supported in up to 4 expansion cabinets per system. The drives are
interfaced to the host through an SCSI adaptor in the host backplane. Applications have the capability
to use the optical drive as a write-once file system.

Jukebox

The system includes an optical jukebox for mass storage of images. The maximum capacity of the
jukebox is approximately 280 gigabytes with an average access time of 7-10 seconds.

Film and Fiche Scanners

The system is designed to support microfilm and/or microfiche scanners as host peripherals, interfaced
into the bus of a Plexus DataServer.
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Compression/Decompression/Scaring Co.Processor

Co-processor hardware in the backplane of the AT performs compression, decompression, and scaling of
images. CCITT Group 3 and Group 4 algorithms are supported.

Facsimile Support

Direct connection to facsimile machines is supported by use of a facsimile communications card in the
backplane of the workstation. Image information may he sent directly over facsimile lines through this
card.

S~anners

The workstation can ’support a range of attached scanning devices for input of images from paper. The
first released scanner operates at resolutions of 200, 240, 300, and 400 dots-per-inch, with scan times
from three to 20 seconds. Both flathed and page feed scanners are supported, up to 50 sheets per batch.
Sheet sizes of 8.5" x 11" and 8.5" x 14" are supported. The scanners are interfaced to the ATs through
an interface card in the AT backplane.

Print Server

The system supports a range of laser printer output devices. Typically, the laser printers will be
controlled by PC-AT host that is attached to the network. Images are sent to the print server in
compressed form, spooled, and decompressed locally when prepared to print. The PC-AT host is
responsible for spooling (i.e. job control and workflow).

OCR Server

Optical Character Recognition functions are provided for both batch and interactive operation. The OCR
device is capable of running at a minimum of 60 characters per second with greater than 99% accuracy.

DP DataServer Network Communication

Images and data are carried by a standard Ethemet network. TCP]IP protocols are used for XDP
DataServer transfers.

XDP SYSTEM OPERATING ENVIRONMENT

Operating Systems

The XDP DataServer operates under the UNIX Sys 5 operating system. The XDP WorkStation operating
system is DOS 3.1.

Database Manager

The system provides extensions to traditional database technology by offering transparent support of text
and image data types in a relational database paradigm.

Processing SQL Queries

A key function of the system is the ability to process extended WQL queries extended for mixed-mode
data.

Windows

Applications written for the system platform will execute under the Microsoft Windows graphical
environment. Windows provides a standard target for development that supports mixed-mode data, and
guarantees application compatibility with future operating system enhancements.
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Applications

The specific user application code executes on the workstation, generating SQL queries that are sent
over the network to the XDP DataServer. This application code may be written by an experienced end
user or by Plexus.

Security, File and Record Locking

Data security is primarily available through the standard SQL GRANT and REVOKE access statements.
File and record locking rely, for the most part, on facilities provided by the host operating system, the
RDSMS, and network software.

TRADEMARKS

Plexus is a registered trademark and XDP and XDP System are trademarks of Plexus Computers, Inc.
UNIX is a registered trademark of AT&T IBM PC-AT is a registered trademark of International
Business Machines Corporation Ethemet is a registered trademark of Xerox Corporation MS-DOS and
Windows are registered trademarks of Microsoft Corporation Informix is a registered trademark of
Infomiix Software, Inc.

For further information, contact:

Julian Day
Microprocessor Applications
(02) 908 3666

or

Lesley Angus
Microprocessor Applications
(03) 894 1500
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Awk-ward yacc ::= |ex

Bob Buckley

School of Mathematics, Physics, Computing and Electronics,
Macquarie University,

NSW 2109.

ABSTRACT

Some of the tedium of writing simple lexical phases for a yacc parser can be
eliminated by using awk to extract input for lex from yacc source code. In other cases,
a slightly more complex treatment is required. This article describes a small awk-scfipt
which can save time in the development and testing of parsers and languages.

Introduction.

One of the most boring parts of developing a new translator is the process of producing yet
another lexical analyser. If you are using yacc to produce a parser, the lexical analyser tends to be par-
ticularly tedious because it is relatively straight forward, given the yacc input. The maintenance of both
the lexical analyser and the parser while you develop a language is tedious.

This short article shows how the amount of work was diminished in one project. The technique
should be applicable to other projects.

Yacc input.

Input to yacc enumerates lexical items (terminal symbols). It isn’t difficult to extract most of the
information from a yacc file and automatically generate input for lex. Terminals are of two forms: they
are explicitly listed as

terminal list

or they appear in the grammar as single character symbols surrounded by quotes. Consider the follow-
ing yacc input:

~t~ IF THEN ELSE

blook: ’(’ etmte ’)’;
etmt~: strut I ~t~ ~t ;

A sui~ble le~c~ ~yser ~ght have ~e fo~:
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%%

[ \t\n]

IF

THEN
ELSE

; /~ ignore whitespace */

; /* ignore comments? */

return(IF);

return(T~EN);

return(ELSE);

return(yyt~xt[0]);/e single char&cter symbols .~/

In some cases, this can be automatically extracted from the yacc file using the following awk-script.

BEGIN
print "%%"

print "[ \\t\\n]\t;

print "--.~$\t;

{for(i=2;!<=NF;i+÷) print $i"\treturn("$i");"; }

{print ".\treturn(y~cext[0]);/~ single oh&r symbols ~/"; }

This over simple approach has a few problems. One difficulty is in avoiding some special cases of
items used as tokens - particularly C reserved words and lex/yacc macros (eg. lex uses BEGIN). The
other problem is that symbols (eg. identifiers, numbers, etc.) normally require a more complex treat-
ment. Some terminal symbols have semantics attached.

To provide this flexibility, an extended capability is needed. The following extensions were made
to the input language:

token pattern
<type> token pattern semantics

Awk reads the source and produce both yacc and lex files. When awk reads the above it generates in the
yacc file, lines of the form:

token
<type> token

and lines in the lex file of the form:

pattern return (token) ;
pattern { yylval.type -- semantics; return(token); }

An effort is made to ensure that each line of input to the awk-script produces a line of yacc source code
on the output. The reward for this effort, is reasonable error reporting (unfortunately, lex on most sys-
tems isn’t as good as yacc in this respect).

The following awk-script will deal with both the simple case above, and this more complex situa-
tion.
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l~xfile = "prep.l ";

print "%%" >l~xfile;
print

print "%term", $2, $3;
type = substr($2,2,1ength($2)-2);
print $4 "\t{ yylval." type "~"$5"; return("$3");}" >l~xfile;

print "%term", $2;
print $3 "\treturn(" $2 ");" >lexfile;

{ for(i=2;i<=NF;i+÷) print $i"\treturn("$i") ; " >lexfile; }
{ print $0; }
{ print ". \treturn (yyh~xt [0] ) ; " >lexfile; }

It is important to remember that the order of iex patterns is significant. The order fi’om the source file is
preserved in the output.

The following example shows how a more conventional treatment of identifiers can be incor-
porated using this scheme:

%union (
struot symbol ~symb;

%term IF THEN ELSE END
%l~x BBEGIN BEGIN
%lex <symb> VAR [a-zJk-Z] [&-EA-Z0-9]*
%left ’ +t
%left ’ ~’
%%
blook: BBEGIN stmts END;
struts: strut I struts strut ;
stmt: IF ~ T~EN stmt I IF ~ THEN stmt ELSE stint I blook I VAR ’=’ exp ;

%%
struot B~mbol ~ symtab();
#inolude "l~x. o"

There are some slight problems here. In this example, the description for VAR must follow the others
for lex to operate as expected. The awk-script does not check syntax or report any errors. Care is
needed to ensure that fields are acceptable to awk Oe. contain no blanks or tabs) or a special mechan-
isms will be needed.

Interaction with make.

In the simple case, the lex input depends on the yacc file. Assuming the awk-script is in the file
prep.awk, the following entry in Makefile would be adequate:

x.o: x.y prep.e
prep.l : x.y

&wk -f prep.awk x.y >Idly/null

Make knows how to make prep.c from prep.l. The only problem is that lex is used whenever x.y
changes. In most cases, this can be avoided with a construct like:
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x.o : x.y l~x.a prep.l
prep.l : x.y

awk -f pr~p.&wk x.y >/d~v/null
~mp -s prep.1 l~x.1 ~ op prep.1 lex.l

In this case, x.y includes lex.c to access the lexical analyser. This version only invokes lex if the lexical
analyser has changed, which is generally not the case. The dependancy of x.o on prep.1 forces make to
check that lex.c is current.

In the more complex case, both lex and yacc input depend on a single file. Any changes to that
file will result in a relatively complete rebuild. The following treatment will usually work.

x.o : x.y l~x.o
x.y : x.yl

awk -f prep.&wk x.yl >x.y
crop -s p~ep.l x.l && rm prep.l [l mv prep.l lex.l

i~.I : ; touoh l~x.l # ore&re & file if it doesn’t exist

Generally, changes are made to the yacc part of the file and don’t affect the lexical part. As lex is rela-
tively slow, it is only used when the iex input changes.

Extensions.
This simple technique is easily extended. Instead of automatically generating white-space and

comment patterns, other lexical processing could be kept in the single source file by allowing lines of
the form:

%ignore pattern
%Ignore pattern action

When (ard if) a translator starts to stabilise, the performance of its lexical analyser may become
an issue (code generated by lex is not known for its performance). Typically, one produces a hand writ-
ten ’scanner’. In some cases it will be worth retaining some of the automation used to build the lexical
analyser (eg. to build a reserved word table).

Conclusions.

A simple technique is given to reduce some of the tedious activity in using yacc. This technique
is particularly useful during the early stages of translator dev.elopment. Production code will probably
require a higher performance lexical analyser than lex usually produces.

The ability to unify syntax and lexical specification into a single source file was recognised by the
authors of aardvark/llama software as an advantagous. This shows that lex and yacc can be used in a
similar fashion.

This technique does not avoid the need for a reasonable understanding of lex and its input.
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~l~ L~ ~rom V~S to UNIX
Robert Smart < smart@ditmelb.oz>

CS~RO Division of Info~afion Tec~ology
55 B~ St, C~ton, V~c 3053"

The problem of interconnecting the two most common operating systems in the academic and research
environment, Unix and VMS, particularly for the purpose of transferring mail, has a number of solutions
of varying degrees of complexity, cost and neatness. Some standard Digital products can be used to link
VMS and Unix. A common solution ~s to have an UIU~x VAX wlfich can then talk DECrier mail
(MAIL-II protocol) to VMS mach~es, and SMTP over TCP/IP to other Unix machines. Another
possibility is X.400. X.400 implementations exist for Unix ha the form of EAN (or the slightly souped
up version sold by ,the Sydney Development Corp). EAN itself is cheaply available to educational
institutions. The latest version is running at munnafi, and we have successfully received mail from
munnari using Digital’s X.400 product. We don’t anticipate any great problem establishhag 2-way
communication when the next release of Digih~l’s X.400 product becomes available.

There are are number of other public domain or cheap third party solu~ons. The first problem is how to
get mail in and out of the VMSmail environment, to send it off to some protocol other than the ones it
knows about. The first method discovered was that To: addresses with appended comments (anything
following a "I" in a VMSmail address is a comment) would keep the comments. So the user could
address mail to something like acsnet~nse~@domaJn. This Ls a horrible hack, and anybody still using it
should try to give it up. It doesn’t support many ordinary VMSmail functions like reply, or using
VMSmail from the command lhae, or forwarding.

Then Digital introduced products such as PShnail (MAILoll protocol over X.25), which used a
previously unknown foreign protocol hook. For example for PSImail the user specifies the destination as
PSI%dte::username. This was reverse enghaeered by Kevha Carosso of Hughes Aircraft in the US, and
by Phil Taylor of RHBNC London. Carosso’s version was the basis of Peter Wishart’s excellent
ACSNET% haterface. It also lead to a more ambitious project, an haternet mailer for VMS, namely
PMDF.

PMDF (Pascal Memo Distribution Facility) was ofighaally designed by Ira Winston to be a portable and
simple system whose main job would be to run CSNET’s phonenet protocol, and hence interface to the
Unix product mmdfII. The VMS version of PMDF has grown a long way from the portable version, and
now supports many protocols, and has a system for chooshag routes on the basis of destinations and for
altering addresses as required (not as sophisticated as sendmail, but at least comprehensible).

The user interface to PMDF is as clean as it can be with current restrictions in VMSmail (we hope for
improvements in version 5 of VMS). The user uses addresses of the form IN%"use~@domain". These
addresses also appear ha the From: field on hacoming mail, so reply works correctly, as does forwarding.

PMDF Channels for Interfacing to UNIX

The currently available PMDF channels are most easily haterfaced to BSD Unix systems, or at least to
systems running sendmail. A uucp haterface is in the works, and the guy who is working on it is Kevin
Carosso who is very good, so there is a good chance that it will be in the next release. Meanwhile
Andrew Worsley, who now woflcs for DIT, is trying to get sendmaJ.1 up on our System .V system (an
ICL Clan4). It’s not trivial: you certahaly can’t just say "make SysV". Unfortunately you have to turn off
SMTP to avoid getthag socket code included, and you thus lose the ability to run smtp over other lower
level protocols. If anyone has solved tiffs problem we would be haterested.

PMDF interfaces exist for all the VMS implementations of TCPflP that I know of. TCP/IP used to be a
difficult or expensive thhag to get for VMS, but it is now very easy. Carnegie-Mellon University
distribute the CMU-TEK version of TCP/IP for the cost of distribution. To get the license to fill ha, send
paper mail (no e-mail accepted) to CMU-TEK IP Softwa~ Request, Computing Services, Carnegie
Mellon University, 4910 Forbes Ave, Pittsburgh, PA15213-3890. The good news is that you get the
source, the bad news ~s that it’s in Bliss (but you get the bhaafies so it’s no problem if you don’t want
to modify it). Monash University k~ the o~y site that I know of to receive their copy at the time of
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writing.

If you have an Ultrix machine you will find that interfacing to it from PMDF via MAIL-11 is not very
satisfactory. Warwick Jackson of Praxa in Melbourne has written a PMDF channel that runs SMTP over
DECnet. This should be easy to interface to sendmail on an Ultrix machine, and this is being
investigated at Melbourne University. Warwick has also written an SMTP over raw X.25 channel, and a
Unix version of this is also being investigated. This certainly holds out hope for all the VMS and Unix
machines on Anstpac to talk to each other directly.

Finally we come down to reality. The only thing linking your VMS machine to your Unix machine is a
length of damp string, or perhaps a modem by which one can call the other. Traditional in Australia is a
pseudo-kermit protocol system which is used with the early ACSNETI system which is distributed with
ACSnet, and the imp~ved ACSNET% system from Peter Wishart. In this system the Unix system logs
in to the VAX which plays a completely passive role. If there is anybody with this system who wants to
run PMDF but doesn’t want to disturb the Unix end of the current arrangement, then I have an
equivalent PMDF channel which I coded but never tested: any suckers want to try it?

However PMDF has its own dialup protocol, plus script facility for logging in to other systems. The
protocol is the phonenet protocol used by CSNET in the USA. It was first implemented in the Unix
mmdf software. MmdflI is available on the BSD 4.3 tapes, but does not seem to be public domain, nor
is it easily available in any other way. Further mmdflI is designed as an alternative to sendmail and
wants to duplicate many sendmail functions. What was needed was a more efficient implementation of
the phonenet protocol, and one which is easy to interface to sendmail. Andrew Worsley, then at
Melbourne University, wrote cmdf to fill this need, and this is used by munnari to talk (over X.25) to
relay.cs.net (csnet-relay). We use it at the moment to provide dialup access from our Sun to Praxa’s
Vax. Cmdf is public domain, and can be obtained from me, or from worsley@ditmela.oz. Those who
already have it, and are thinking of interfacing it to PMDF may find it worthwhile to at least get the
document describing my experiences getting the link going.
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Russel Sandberg

Sun Microsystems, Inc.
2550 Garcia Ave.

Mountain View, CA. 94043
(415) 960-7293

Introduction
The Sun Network File System (NFSTM) provides transparent, remote access to filesystems.
Unlike many other remote filesystem implementations under UNIX®, NFS is designed to be
easily portable to other operating systems and machine architectures. It uses an External Data
Representation (XDR) specification to describe protocols in a machine and system
independent way. NFS is implemented on top of a Remote Procedure Call package (RPC) to
help simplify protocol definition, implementation, and maintenance.
To build NFS into the UNiX kernel in a way that is transparent to applications, we decided to
add a new interface to the kernel which separates generic filesystem operations from specific
filesystem implementations. The "filesystem interface" consists of two parts: the Virtual File
System (VFS) interface defines the operations that can be done on a filesystem, while the
virtual node (vnode) interface defines the operations that can be done on a file within that
filesystem. This new interface allows us to implement and install new filesystems in much the
same way as new device drivers are added to the kernel.
In this paper we discuss the design and implementation of the filesystem interface in the UNIX
kernel and the NFS virtual filesystem. We compare NFS to other remote filesystem
implementations, and describe some interesting NFS ports that have been done, including the
IBM PC TM implementation under MS-DOS TM and the VMS TM server implementation. We also
describe the user-level NFS server implementation that allows simple server ports without
modification to the underlying operating system. We conclude with some ideas for future
enhancements.
In this paper we use the term server to refer to a machine that provides resources to the
network; a client is a machine that accesses resources over the network; a user is a person
"logged in" at a client; an application is a program that executes on a client; and a workstation
is a client machine that typically supports one user at a time.

Design Goals
NFS was designed to simplify the sharing of filesystem resources in a network of
non-homogeneous machines. Our goal was to provide a way of making remote files available to
local programs without having to modify, or even relink, those programs. In addition, we
wanted remote file access to be comparable in speed to local file access.
The overall design goals of NFS were:

Machine and Operating System Independence
The protocols used should be independent of UNIX so that an NFS server can
supply files to many different types of clients. The protocols should also be
simple enough that they can be implemented on low-end machines like the PC.

Crash Recovery
When clients can mount remote filesystems from many different servers it is
very important that clients and servers be able to recover easily from machine
crashes and network problems.

Transparent Access
We want to provide a system that allows programs to access remote files in
exactly the same way as local files, without special pathname parsing, libraries,
or recompiling. Programs should not need or be able to tell whether a file is
remote or local.
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UNIX Semantics Maintained on UNIX Client
For transparent access to work on UNIX machines, UNIX filesystem semantics
have to be maintained for remote files.

Reasonable Performance
People will not use a remote filesystem if it is no faster than the existing
networking utilities, such as rcp, even if it is easier to use. Our design goal was
to make NFS as fast as a small local disk on a SCSI interface.

Basic Design

The NFS design consists of three major pieces: the protocol, the server side, and the client
side.

NFS Protocol
The NFS protocol uses the Sun Remote Procedure Call (RPC) mechanism 1. For the same
reasons that procedure calls simplify programs, RPC helps simplify the definition, organization,
and implementation of remote services. The NFS protocol is defined in terms of a set of
procedures, their arguments and results, and their effects. Remote procedure calls are
synchronous, that is, the client application blocks until the server has completed the call and
returned the results. This makes RPC very easy to use and understand because it behaves like
a local procedure call.
NFS uses a stateless protocol. The parameters to each procedure call contain all of the
information necessary to complete the call, and the server does not keep track of any past
requests. This makes crash recovery very easy; when a server crashes, the client resends NFS
requests until a response is received, and the server does no crash recovery at all. When a
client crashes, no recovery is necessary for either the client or the server.
If state is maintairied on the server, on the other hand, recovery is much harder. Both client
and server’ need to reliably detect crashes. The server needs to detect client crashes so that it
can discard any state it is holding for the client, and the client must detect server crashes so
that it can rebuild the server’s state.
A stateless protocol avoids complex crash recovery. If a client just resends requests until a
response is received, data will never be lost due to a server crash. In fact, the client cannot tell
the difference between a server that has crashed and recovered, and a server that is slow.
Sun’s RPC package is designed to be transport independent. New transport protocols, such as
ISO and XNS, can be "plugged in" to the RPC implementation without affecting the higher
level protocol code (see appendix 3). NFS currently uses the DARPA User Datagram Protocol
(UDP) and Internet Protocol (IP) for its transport level. Since UDP is an unreliable datagram
protocol, packets can get lost, but because the NFS protocol is stateless and NFS requests are
idempotent, the client can recover by retrying the call until the packet gets through.
The most common NFS procedure parameter is a structure called a file handle (fhandle or fh)
which is provided by the server and used by the client to reference a file. The fhandle is
opaque, that is, the client never looks at the contents of the fhandle, but uses it when
operations are done on that file.
An outline of the NFS protocol procedures is given below. For the complete specification see
the Sun Network Filesystem Protocol Specification 2.

null() returns 0
Do nothing procedure to ping the server and measure round trip time.

lookup(dirfh, name) returns (fh, attr)
Returns a new fhandle and attributes for the named file in a directory.

create(dirfh, name, attr) returns (newfh, attr)
Creates a new file and returns its fhandle and attributes.

remove(dirfh, name) returns (status)
Removes a file from a directory.

getattr(fh) returns (attr)
Returns file attributes. This procedure is like a star call.

setattr(fh, attr) returns (attr)
Sets the mode, uid, gid, size, access time, and modify time of a file. Setting the size to
zero truncates the file.
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read(fh, offset, count) returns (attr, data)
Returns up to count bytes of data from a file starting offset bytes into the file; read also
returns the attributes of the file.

write(fh, offset, count, data) returns (attr)
Writes count bytes of data to a file beginning offset bytes from the beginning of the file.
Returns the attributes of the file after the write takes place.

rename(dirfh, name, tofh, toname) returns (status)
Renames the file name in the directory dirfh, to toname in the directory tofh.

link(dirfh, name, tofh, toname) returns (status)
Creates the file toname in the directory tofh, which is a link to the file name in the
directory dirfh.

symlink(dirfh, name, string) returns (status)
Creates a symbolic link name in the directory dirfh with value string. The server does
not interpret the st.ring argument in any way, but saves it and makes an association to the
new symbolic link file.

readlink(fh) returns (string)
Returns the string that is associated with the symbolic link file.

mkdir(dirfh, name, attr) returns (fh, newattr)
Creates a new directory name in the directory dirfh and returns the new fhandle and
attributes.

rmdlr (dirfh, name) returns(status)
Removes the empty directory name from the parent directory dirfh.

readdir(dirfh, cookie, count) returns(entries)
Returns up to count bytes of directory entries from the directory dirfh. Each entry
contains a file name, file id, and an opaque pointer to the next directory entry called a
cookie. The cookie is used in subsequent readdir calls to start reading at a specific entry
in the directory. A readdlr call with the cookie of zero returns entries starting with the
first entry in the directory.

statfs(fh) returns (fsstats)
Returns filesystem information such as block size, number of free blocks, etc.

New fhandles are returned by the lookup, create, and mkdir procedures that also take an
fhandle as an argument. The first remote fhandle, for the root of a filesystem, is obtained by
the client using the RPC based MOUNT protocol. The MOUNT protocol takes a directory
pathname and returns an fhandle if the client has access permission to the filesystem
containing that directory. The reason for making this a separate protocol is that this makes it
easier to plug in new filesystem access checking methods, and it separates out the operating
system dependent aspects of the protocol. Note that the MOUNT protocol is the only place
that UNIX pathnames are passed to the server. In other operating system implementations the
MOUNT protocol can be replaced without having to change the NFS protocol.

The NFS protocol and RPC are built on top of the Sun External Data Representation (XDR)
specification a. XDR defines the size, byte order and alignment of basic data types such as
string, integer, union, boolean and array. Complex structures can be built from the basic XDR
data types. Using XDR not only makes protocols machine and language independent, it also
makes them easy to define. The arguments and results of RPC procedures are defined using an
XDR data definition language that looks a lot like C declarations. This data definition
language can be used as input to an XDR protocol compiler that produces the structures and
XDR translation procedures used to interpret RPC protocols 11

Server Side

Because the NFS server is stateless, when servicing an NFS request it.must commit any
modified data to stable storage before returning results. The implication for UNIX based
servers is that requests that modify the filesystem must flush all modified data to disk before
returning from the call. For example, on a write request, not only the data block, but any
modified indirect blocks and the block containing the inode must be flushed if they have been
modified.

Another modification to UNIX necessary for our server implimentation is the addition of a
generation number in the inode, and a filesystem id in the superblock. These extra numbers
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make it possible for the server to use the inode number, inode generation number, and
filesystem id together as the fhandle for a file. The inode generation number is necessary
because the server may hand out an t’handle with an inode number of a file that is later
removed and the .inode reused. When the original fhandle comes back, the server must be
able to tell that this inode number now refers to a different file. The generation number has to
be incremented every time the inode is freed.

Client Side

The Sun implementation of the client side provides an interface to NFS that is transparent to
applications. To make transparent access to remote files work we had to use a method of
locating remote files that does not change the structure of path names. Some UNIX based
remote file access methods use pathnames like host:path or/.. Ihost/path to name remote files.
This does not allow real transparent access as existing programs that parse pathnames have to
be modified.
Rather than doing a "late binding" of file address, we decided to do the hostname lookup
and file address binding once per filesystem by allowing the client to attach a remote filesystem
to a directory with the mount command. This method allows the client to deal with hostnames
only once, at mount time. It also allows the server to limit access to filesystems by checking
client credentials. The disadvantage is that remote files are not available to the client until a
mount is completed.
Transparent access to different types of filesystems mounted on a single machine is provided
by a new filesystem interface in the kernel la. Each "filesystem type" supports two sets of
operations: VFS interface defines the procedures that operate on the filesystem as a whole;
and the Virtual Node (vnode) interface defines the procedures that operate on an individual
file within that filesystem type. Figure 1 is a schematic diagram of the filesystem interface and
how NFS uses it.

CLIENT
System Calls [

Iv o   wsl
[ PCFilesystem [[4.2FilesystemllNFSFilesystem]

i i
Network

SERVER
System Calls

Server Routines

RPC ! XDR

T

Figure 1

The Virtual File System Interface
The VFS interface is implemented using a structure that contains the operations that can be
done on a filesystem. Likewise, the vnode interface is a structure that contains the operations
that can be done on a node (file or directory) within a filesystem. There is one VFS structure
per mounted filesystem in the kernel and one vnode structure for each active node. Using this
abstract data type implementation allows the kernel to treat all filesystems and nodes in the
same manner without knowing which underlying filesystem implementation it is using.
Each vnode contains a pointer to its parent VFS and a pointer to a mounted-on VFS. This
means that any node in a filesystem tree can be a mount point for another filesystem. A root
operation is provided in the VFS to return the root vnode of a mounted filesystem. This is
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used by the pathnam6 traversal routines in the kernel to bridge mount points. The root
operation is used instead of a pointer so the root vnode for each mounted filesystem can be
released. The VFS of a mounted filesystem also contains a pointer back to the vnode on
which it is mounted so that pathnames that include "..’’ can also be traversed across mount
points.

In addition to the VFS and vnode operations, each filesystem type must provide mount and
mount root operations to mount normal and root filesystems. The operations defined for the
filesyste-m interface are given below. In the arguments and results, vp is a pointer to a vnode,
dvp is a pointer to a directory vnode and devvp is a pointer to a device vnode.

Filesystem Operations

mount( varies )
mount_root( )

VFS Operations

unmount(vfs)
root (vfs) returns(vnode)
statfs(vfs) returns(statfsbuf)
sync(vfs)

Vnode Operations

open (vp, flags)
close(vp, flags)
rdwr(vp, uio, rwflag, flags)
ioctl(vp, cmd, data, rwflag)
select(vp, rwflag)
getattr(vp) returns(attr)
setattr(vp, attr)
access (vp, mode)
lookup(dvp, name) returns(vp)
create(dvp, name, attr, excl, mode) returns(vp)
remove(dvp, name)
link(vp, todvp, toname)
rename(dvp, name, todvp, toname)
mkdir(dvp, name, attr) returns(dvp)
rmdlr(dvp, name)
readdir (dvp) returns (entries)
symlink(dvp, name, attr, toname)
readlink(vp) returns(data)
fsync(vp)
inactive (vp)
bmap(vp, blk) returns(devp, mappedblk)
strategy(bp)
bread(vp, blockno) returns(bur)
brelse(vp, bp)

System call to mount filesystem
Mount filesystem as root

Unmount filesystem
Return the vnode of the filesystem root
Return filesystem statistics
Flush delayed write blocks

Mark file open
Mark file closed
Read or write a file
Do I/O control operation
Do select
Return file attributes
Set file attributes
Check access permission
Look up file name in a directory
Create a file
Remove a file name from a directory
Link to a file
Rename a file
Create a directory
Remove a directory
Read directory entries
Create a symbolic link
Read the value of a symbolic link
Flush dirty blocks of a file
Mark vnode inactive and do clean up
Map block number
Read and write filesystem blocks
Read a block
Release a block buffer

Notice that many of the vnode procedures map one-to-one with NFS protocol procedures,
while other, UNIX-dependent procedures such as open, close, and ioctl do not. The bmap,
strategy, bread, and brelse procedures are used to do reading and writing using the buffer
cache.

Pathname traversal is done in the kernel by breaking the path into directory components and
doing a lookup call through the vnode for each component. At first glance it seems like a
waste of time to pass only one component with each call instead of passing the whole path and
receiving a target vnode back. The main reason for this is that any component of the path
could be a mount point for another filesystem, and the mount information is kept above the
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vnode implementation level. In the NFS filesystem, passing whole pathnames would force the
server to keep track of all of the mount points of its clients in order to determine where to
break the pathname; this would violate server statelessness. The inefficiency of looking up one
component at a time can be alleviated with a cache of directory vnodes.

Implementation

Implementation of NFS started in March 1984. The first step in the implementation was
modification of the 4.2 kernel to include the filesystem interface. By June we had the first
"vnode kernel" running. We did some benchmarks to test the amount of overhead added by
the extra interface. It turned out that in most cases the difference was not measurable, and in
the worst case the kernel had only slowed down by about 2%. Most of the work in adding the
new interface was in finding and fixing all of the places in the kernel that used inodes directly,
and code that contained implicit knowledge of inodes or disk layout.

Only a few of the filesystem routines in the kernel had to be completely rewritten to use
vnodes. Namei, the routine that does pathname lookup, was changed to use the vnode lookup
operation, and cleaned up so that it doesn’t use global state. The direnter routine, which adds
new directory entries (used by create, rename, etc.), was fixed because it depended on the
global state from namei. Direnter was also modified to do directory locking during directory
rename operations because inode locking is no longer available at this level, and vnodes are
never locked.
To avoid having a fixed upper limit on the number of active vnode and VFS structures, we
added a memory allocator to the kernel so that these and other structures can be allocated and
freed dynamically. The memory allocator is also used by the kernel RPC implementation.
A new system call, getdirentries, was added to read directory entries from different types of
filesystems. The 4.2 readdir library routine was modified to use getdirentries so programs
would not have to be rewritten. However, this change means that programs using readdir must
be relinked.
Beginning in March 1984, the user level RPC and XDR libraries were ported from the
user-level library to the kernel, and we were able to make kernel-to-user and kernel-to-
kernel RPC calls in June. We worked on RPC performance for about a month until the round
trip time for a kernel to kernel null RPC call was 8.8 milliseconds on a Sun-2 (68010). The
performance tuning included several speed ups to the UDP and IP code in the kernel.
Once RPC and the vnode kernel were in place the implementation of NFS was simply a matter
of. writing the XDR routines to do the NFS protocol, implementing an RPC server for the NFS
procedures in the kernel, and implementing a filesystem interface which translates vnode
operations into NFS remote procedure calls. The first NFS kernel was up and running in mid-
August. At this point we had to make some modifications to the vnode interface to allow the
NFS server to do synchronous write operations. This was necessary since unwritten blocks in
the server’s buffer cache are part of the "client’s state."

Our first implementation of the MOUNT protocol was built into the NFS protocol. It wasn’t
until later that we broke the MOUNT protocol into a separate, user level RPC service. The
MOUNT server is a user level daemon that is started automatically by a mount request. It
checks the file /etc/exports which contains a list of exported filesystems and the clients
that can import them (see appendix 1). If the client has import permission, the mount
daemon does a getfh system call to convert the pathname being imported into an fhandle that
is returned to the client.
On the client side, the mount command was modified to take additional arguments including a
filesystem type and options string. The filesystem type allows one mount command to mount
any type of filesystem. The options string is used to pass optional flags to the different
filesystem types at mount time. For example, NFS allows two flavors of mount, soft and hard.
A hard mounted filesystem will retry NFS requests forever if the server goes down, while a soft
mount gives up after a while and returns an error. The problem with soft mounts is that most
UNIX programs are not very good about checking return status from system calls so you can
get some strange behavior when servers go down. A hard mounted filesystem, on the other
hand, will never fail due to a server crash; it may cause processes to hang for a while, but data
will not be lost.
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To allow automatic mounting at boot time and to keep track of currently mounted filesystems,
the /etc/fstab and /ete/mtab file formats were changed to use a common ASCII format
that is similar to the /ere/f stab format in Berkeley 4.2 with the addition of a type and an
options field. The type field is used to specify filesystem type (nfs, 4.2, pc, etc.) and the
options field is a comma separated list of option strings, such as rw, hard, and nosuid (see
appendix 1).

In addition to the MOUNT server, we have added NFS server daemons. These are user level
processes that make an nfsd system call into the kernel, and never return. They provide a
user context to the kernel NFS server that allows the server to sleep. Similarly, the block I/O
daemon, on the client side, is a user level process that lives in the kernel and services
asynchronous block I/O requests. Because RPC requests block, a user context is necessary to
wait for read-ahead and write-behind requests to complete. These daemons provide a
temporary solution to the problem of handling parallel, synchronous requests in the kernel. In
the future we hope to use a light-weight process mechanism in the kernel to handle these
requests 4.

We started using NFS at Sun in September 1984, and spent the next six months working on
performance enhancements and administrative tools to make NFS easier to install and use.
One of the advantages of NFS was immediately obvious; the df output below is from a diskless
machine with access to more than a gigabyte of diskl

Filesystem kbytes used avail capacity Mounted on
/dev/nd0 7445 5788 912 86% [
/dev/ndp0 5691 2798 2323 55% /pub
panic:/usr 27487 21398 3340 86% /usr
fiat:/usr/src 345915 220122 91201 71% /usr/src
panic:/usr/panic 148371 116505 17028 87% /usr/panic
galaxy:/usr/galaxy 7429 5150 1536 77% /usr/galaxy
mercury:/usr/mercury 301719215179 56368 79% /usr/mercury
opium:/usr/opium 327599 36392 258447 12% /usr/opium

The Hard Issues
Several hard design issues were resolved during the development of NFS. One of the toughest
was deciding how we wanted to use NFS. Lots of flexibility can lead to lots of confusion.

Filesystem Naming
Servers export whole filesystems, but clients can mount any sub-directory of a remote
filesystem on top of a local filesystem, or on top of another remote filesystem. In fact, a
remote filesystem can be mounted more than once, and can even be mounted on another copy
of itselfl This means that clients can have different "names" for filesystems by mounting them
in different places.
To alleviate some of the confusion we use a set of basic mounted filesystems on each machine
and then let users add other filesystems on top of that. Remember that this is policy, there is
no mechanism in NFS. to enforce this. User home directories are mounted on
/usr/servername. This may seem like a violation of our goals because hostnames are now
part of pathnames but in fact the directories could have been called /usr/1, /usr/2, etc.
Using server names is just a convenience. This scheme makes NFS clients look more like
timesharing terminals because a user can log in to any machine and the user’s home directory
will be there. It also makes tilde expansion (where -username is expanded to the user’s home
directory) in the C shell work in a network with many machines.
To avoid the problems of loop detection and dynamic filesystem access checking, servers do
not cross mount points on remote lookup requests. This means that to see the same filesystem
layout as a server, a client has to remote mount each of the server’s exported filesystems.

Credentials, Authentication and Security

NFS uses UNIX-style permission checking on the server and client so that UNIX users see
very little difference between remote and local files. RPC allows different authentication
parameters to be "plugged-in" to the message header so we are able to make NFS use a UNIX
flavor authenticator to pass uid, gid, and groups on each call. The server uses the
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authentication parameters to do permission checking as if the user making the call were doing
the operation locally.
The problem with this authentication method is that the mapping from uid and gid to user must
be the same on the server and client. This implies a flat uid, gid space over a whole local
network. This is not acceptable in the long run and we are working on a network
authentication method that allows users to "login" to the network12. This will provide a
network-wide identity per user regardless of the user’s identity on a particular machine. In the
mean time, we have developed another RPC-based service called the Yellow Pages (YP) to
provide a simple, replicated database lookup services. By letting YP handle /etc/hosts,
/etc/passwd and /etc/group we make the flat uid space much easier to administer.
Another issue related to client authentication is super-user access to remote files. It is not
clear that the super-user on a machine should have root access to files on a server machine
through NFS. To solve this problem the server can map user root (uid 0) to user nobody (uid
-2) before checking access permission. This solves the problem but, unfortunately, causes
some strange behavior for users logged in as root, since root may have fewer access rights to a
remote file than a normal user.

Concurrent Access and File Locking

NFS does not support remote file locking. We purposely did not include this as part of the
protocol because we could not find a set of file locking facilities that everyone agrees is correct.
Instead we have a separate, RPC-based file locking facility. Because file locking is an
inherently stateful service, the lock service depends on yet another RPC based service called
the status monitor 8. The status monitor keeps track of the state of the machines on a network
so the lock server can free the locked resources of a crashed machine. The status monitor is
important to stateful services because it provides a common view of the state of the network.

Related to the problem of file locking is concurrent access to remote files by multiple clients.
In the local filesystem, file modifications are locked at the inode level. This prevents two
processes writing to the same file from intermixing data on a single write. Because the NFS
server maintains no locks between requests, and a write may span several RPC requests, two
clients writing to the same remote file can receive intermixed data on long writes.

UNIX Open File Semantics

We tried very hard to make the NFS client obey UNIX filesystem semantics without modifying
th6 server or the protocol. In some cases this was hard to do. For example, UNIX allows
removal of open files. A process can open a file, then remove the directory entry for the file
so that it has no name anywhere in the filesystem, and still read and write the file. This is a
disgusting bit of UNIX trivia and at first we were just not going to support it, but it turns out
that all of the programs that we didn’t want to have to fix (csh, sendmail, etc.) use this for
temporary files.
What we did to make open file removal work on remote files was check in the client VFS
remove operation if the file is open, and if so rename it instead of removing it. This makes it
(sort of) invisible to the client and still allows reading and writing. The client kernel then
removes the new name when the vnode becomes inactive. We call this the 3/4 solution
because if the client crashes between the rename and remove a garbage file is left on the
server. An entry to cron can be added to clean up on the server, but, in practice, this has
never been necessary.

Another problem associated with remote, open files is that access permission on the file can
change while the file is open. In the local case the access permission is only checked when the
file is opened, but in the remote case, permission is checked on every NFS call. This means
that if a client program opens a file, then changes the permission bits so that it no longer has
read permission, a subsequent read request will fail. To get around this problem we save the
client credentials in the file table at open time, and use them in later file access requests.

Not all of the UNIX open file semantics have been preserved because interactions between two
clients using the same remote file cannot be controlled on a single client. For example, if one
client opens a file and another client removes that file, the first client’s read request will fail
even though the file is still open.
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Time Skew

Time skew between two clients or a client and a server can cause the times associated with a
file to be inconsistent. For example, ranlib saves the current time in a library entry, and ld
checks the modify time of the library against the time saved in the library. When ranlib is run
on a remote file the modify time comes from the server while the current time that gets saved
in the library comes from the client. If the server’s time is far ahead of the client’s it appears
to Id that the library is out of date. There were only three programs that we found that were
affected by this, ranlib, Is and emacs, so we fixed them.

Time skew is a potential problem for any program that compares system time to file
modification time. We plan to fix this by limiting the time skew between machines with a time
synchronization protocol.

Performance

The final hard issue is the one everyone is most interested in, performance. Much of the
development time of NFS has been spent in improving performance. Our goal was to make
NFS comparable in speed to a small local disk The speed we were interested in is not raw
throughput, but how long it takes to do normal work. To track our improvements we used a
set of benchmarks that include a small C compile, tbl, nroff, large compile, f77 compile,
bubble sort, matrix inversion, make, and pipeline.

To improve the performance of NFS, we implemented the usual read-ahead and write-behind
buffer caches on both the client and server sides. We also added caches on the client side for
file attributes and directory names. To increase the speed of read and write requests, we
increased the maximum size of UDP packets from 2048 bytes to 9000 bytes. We cut down the
number of times data is copied by implementing a new XDR type that does XDR translation
directly into and out of mbufs in the kernel.
With these improvements, a diskless Sun-3 (68020 at 16.67 Mhz.) using a Sun-3 server with a
Fujitsu Eagle disk, runs the benchmarks faster than the same Sun-3 with a local Fujitsu
2243AS 84 Mega-byte disk on a SCSI interface.

The two remaining problem areas are getattr and write. The reason is that stat-ing files
causes one RPC call to the server for each file. In the local case the inodes for a whole
directory end up in the buffer cache and stat is just a memory reference. The write operation
is slow because it is synchronous on the server. Fortunately, the number of write calls in
normal use is very small (about 5% of all calls to the server, see appendix 2) so it is not
noticeable unless the client writes a large remote file.
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Figure 3

In Figure 3, above, we show some benchmark results comparing NFS and local SCSI disk
performance for the current Sun software release. The scale on the left contains unitless
numbers. It is provided to make comparison easier.
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Many people base performance estimates on raw transfer speed.
transfer speed are: 250 kilobytes/second for read (cp
kilobytes/second for write on a Sun-3 with a Sun-3 server.

The current numbers on raw
bigfile /dev/null) and 60

Other Remote Filesystems

Why, you may ask, do we need NFS when we already have LocusTM, Newcastle Connectionis,

RFSa, IBIS16 and EFS~°. In most cases the answer is simple: NFS is designed to handle
non-homogeneous machines and operating systems, it is fast, and you can get it today. Other
than the Locus system, which provides file replication and crash recovery, the other remote
filesystems are very similar to each other.

RFS vs NFS

The AT&T Remote File System (RFS), which has been demonstrated at USENIX and
UniForum conferences but is not yet released, will provide much of the same functionality as
NFS. It allows clients to mount filesystems from a remote server and access those files in a
transparent way. The differences between them mostly stem from the basic design
philosophies. NFS provides a general network service, while RFS provides a distributed UNIX
filesystem9. This difference in philosophy shows up in many different areas of the designs.

Net working

RFS does not use standard network transport protocols, like UDP/IP. Instead it uses a special
purpose transport protocol which has not been published, and implementations of it are not
generally available. This protocol cannot easily be replaced because RFS depends on
properties of the transport virtual circuit to determine when a machine has crashed. NFS uses
the RPC layer to hide the underlying protocols, which makes it easy to support different
transport protocols without, having to change the NFS protocols.

RFS does not use a remote procedure call mechanism, instead it extends the semantics of
UNIX system calls so that a system call that accesses a remote file goes over the network and
continues execution on the server..When the system call is finished, the results are returned to
the client. This protocol is complicated by the fact that both client and server can interrupt a
remote system call. In addition, the system calls that deal with filenames had to be modified to
handle a partial lookup on the server when a client mount point is encountered in the
pathname. In this case the server looks up part of the name then returns control to the client
to look up the rest.

Non-Homogeneous Machines and Operating Systems
While NFS currently runs on 25 different vendors hardware, and under Berkeley 4.2, Sun OS,
DEC Ultrix, System V.2, VMS and MS-DOS, RFS will run only System V.3-based UNIX
systems. The NFS design is based on the assumption that most installations have many
different types of machines on their network, and that these machines run widely varying
systems. The RFS protocol includes a canonical format for data to help support different
machine architectures, but no attempt is made to support operating systems other than System
V.3. The NFS design does not try to predict the future. Instead, it includes enough flexibility
to support evolving software, hardware, and protocols.

Flexibility

Because RFS is built on proprietary protocols with UNIX semantics built in, it is hard to
imagine using those protocols from different operating systems. NFS, on the other hand,
provides flexibility through the RPC layer. RPC allows different transport protocols,
authentication methods, and server versions to be supported in a single implementation. This
allows us, for example, to use an encrypted authentication method for maximum security
among workstations, while still allowing access by PC’s using a simpler authentication method.
It also makes protocol evolution easier since clients and servers can support different versions
of the RPC based protocols simultaneously.
RFS uses streams 7 to hide the details of underlying protocols. This should make it easy to plug
in new transport protocols. Unfortunately, RFS uses the virtual circuit connection of the
transport protocol to detect server and client crashes*. This means that even the reliable byte
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stream protocol TCP/IP cannot be plugged in because TCP connections do not go away when
one end crashes unless there is data flowing at the time of the crash.

Crash Recovery

The RFS uses a stateful protocol. The server must maintain information about the current
mount points of all its clients, the open files, directories, and devices held by its clients, as well
as the state of all client requests that are in progress. Because it would be very difficult and
costly for the client to rebuild the server’s state after a server crash, RFS does not do server
crash recovery. A server or client crash is detected when the protocol connection fails, at
which point all operations in progress to that machine are aborted. When an RFS server
crashes it is roughly equivalent, from the client’s point of view, to losing a local disk.

Yet if server crashes are rare events, doing no recovery is acceptable. Keep in mind however,
that network delays, breaks, or.overloading usually cannot be distinguished from a machine
crash. As networks grow the possibility of failure increases, and as the connectivity of the
network increases so does the chance of a client or server crash. We decided early in the
design process that NFS must recover gracefully from machine and network problems. NFS
does not need to do crash recovery on the server because the server maintains no state about
its clients. Similarly, the client recovers from a server crash simply by resending a request.

Administration

There are two major differences between administration of NFS and RFS. The use of a uid
mapping table on RFS servers removes the need for uniform uid to user mapping throughout
the network. NFS assumes a uniform uid space and we provide the Yellow Pages service to
make distribution and central administration of system databases (like /et.e/passwd and
/erie/group) easier. NFS also has a MOUNT RPC service for each machine acting as a
server. The exported filesystem information is maintained on each machine and made
available by this service. RFS uses a centralized name service running on one machine on the
network to keep track of advertised filesystems for all servers. A centralized name service was
not acceptable in NFS because it forces all clients and servers to use the same protocol for
exchanging mount information. By having a separate protocol for the MOUNT service we can
support different filesystem access checking and different operating system dependent features
of the mount operation.

UNIX Semantics

NFS does not support all of the semantics of UNIX filesystems on the client. Removing an
open file, append mode writes, and file locking are not fully implemented by NFS. RFS does
implement 100% of the UNIX filesystem semantics. However, if a server crashes or a
filesystem is taken out of service, client applications can see error conditions that normally
could only happen due to a disk failure. Since this is an error condition that is so severe that it
usually means that the whole system has failed, most applications will not even try to recover.

Availability
NFS has been a product for more than a year. Source and support for NFS on Berkeley 4.2
BSD is available through Sun and Mt. Xinu, and for System V.2 through Lachman Associates,
The Instruction Set, and Unisoft. RFS has not yet been released.

Conclusion
For a small network of machines all running System V.3, RFS is the obvious choice for remote
access to files since it will come with V.3 and it implements all of the UNIX semantics. For a
large network or a network of mixed protocols, machine types, and operating systems, NFS is
the better choice. It should be understood that NFS and RFS are not mutually exclusive. It will
be possible to run both on a single machine.

Porting Experience

In the many ports of NFS to foreign hardware and systems, we have found only a few places
where additions to the protocol are helpful. The IBM-PC client side port was done almost

* The exclusive use of transport properties to drive session semantics is a common design flaw in many net-
work applications.
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exclusively from the protocol specification, and a simple, user-level server was also
implemented from the specification.
NFS has been ported to five different operating systems, two of which are not UNIX-based,
and to many different types of machines. Each port had its own interesting problems.
The first port of NFS was to a VAX 750 running Berkeley 4.2 BSD. This was also the easiest
port since our code is based on 4.2 UNIX. Modifying the kernel to use the vnode/VFS
interface was the most time consuming part of the porting effort. Once the vnode/VFS
interface was in, the NFS and RPC code pretty much just dropped in. Some libraries had to be
updated, and programs that read directories had to be recompiled. The whole port took about
two man-weeks to complete. This port was then used as the distribution source for later ports.
The System V.2 port was done in a joint effort by Lachman Associates and The Instruction Set
on a VAX 750. In order to avoid having to port the Berkeley networking code to the System V
kernel, an Excelan board was used. The Excelan board handles the Ethernet, IP, and UDP
layers. A new RPC transport layer had to be implemented to interface to the Excelan board.
Adding the vnode/VFS interface to the System V kernel was the hardest part of the port.
The port to the IBM-PC, done by Geoff Arnold and Kim Kinnear at Sun, was complicated by
the need to add a "redirector" layer to MS-DOS to catch system calls and redirect them. An
implementation of UDP/IP also had to be added before RPC could be ported. The NFS
client-side implementation is written in assembler and occupies about 40K bytes of space.
Currently, remote read operations are faster than a local hard disk access but remote write
operations are slower. Overall, performance is about the same for remote and local access.
DEC has ported NFS to Ultrix on a Microvax II. This port was harder than the 4.2 port
because the Ultrix release that was used is based on Berkeley 4.3beta. The most time
consuming part of the port was, again, installing the vnode/VFS interface. This was
complicated by the fact that Berkeley has made many changes to much of the kernel code that
deals with inodes.
Another interesting port, while not a different operating system, was the Data. General MV
4000 port. The DG machine runs System V.2 with Berkeley 4.2 networking and filesystem
added. This made the RPC and vnode/VFS part of the port easy. The hard part was XDR.
The MV 4000 has a word addressed architecture, and character pointers are handled very
differently than word pointers. There were many places in the code, and especially in the XDR
routines that assumed that (char *) == (int *).
A’s an aid to porting we have implemented a user-level version of the NFS server (UNFS). It
uses the standard RPC and XDR libraries and makes system calls to handle remote procedure
call requests. The UNFS can be ported to non-UNIX operating systems by changing the system
calls and library routines that are used. Our benchmarks show it to be about 80% of the
performance of a kernel based NFS server for a single client and server.
The VMS implementation is for the server side only. The basic port was done by Dave
Kashtan at SRI. He started with the user-level NFS server and used the EUNICE
UNIX-emulation libraries to handle the UNIX system calls. The RPC layer was ported to use a
version of the Berkeley networking code that runs under VMS. Some caching was added to
the libraries to speed up the system call emulation and to perform the mapping from UNIX
permission checking to VMS permission checking.
At the UniForum conference in February 1986, all of the completed NFS ports were
demonstrated. There were 16 different vendors and five different operating systems all sharing
files over an ethernet.
Also at UniForum, IBM officially announced their RISC-based workstation product, the RT.
Before the announcement, NFS had already been ported to the RT under Berkeley 4.2 BSD
by Mike Braca at Brown .University.

Conclusions
We think that the NFS protocols, along with RPC and XDR, provide the most flexible method
of remote file access available today. To encourage others to use NFS, Sun has made public
all of the protocols associated with NFS. In addition, we have published the source code for
the user level implementation of the RPC and XDR libraries.
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Appendix 1

/etc/fstab and /etc/mtab format

The format of the filesystem database files /etc/fstab and /etc/mtab were changed to
include type and options fields. The type field specifies which filesystem type this line refers to,
and the options field specifies mount and run time options. The options field is a list of
comma separated strings. This allows new options to be added,, for example when a new
filesystem type is created, without having to change the library routines that parse these files.
The example below is the /ere/f stab file from a diskless machine.

(Filesystem mount point type options)

/dev/ndO
/dev/ndpO
speed:/usr. MC68010
#opium:/usr/opium
speed:/usr. MC68020/speed
panic:/usr/src
titan:/usr/doctools
panic:/usr/panic
panic:/usr/games
wizard:/arch/4.3alpha
sun:/usr/spool/news
krypton:/usr/release
crayon:/usr/man
crayon:/usr/local
topaz:/MC68010/db/release
eureka:/usr/ileaf
wells:/pe

/ 4.2
/pub 4.2
/usr nfs
/usr/opium nfs
/usr/speed nfs
/usr/src nfs
/usr/doctools nfs
/usr/panic nfs
/usr/games nfs
/arch/4.3 nfs
/usr/spool/news nfs
/usr/release nfs
/usr/man nfs
/usr/local nfs
/usr/db nfs
/usr/ops nfs
/pc nfs

rw

ro

ro hard
rw hard
rw hard
rw soft bg
ro soft bg
rw soft bg
ro soft bg
ro soft bg
ro soft bg
ro,soft bg
soft,bg
ro,soft,bg
ro,soft,bg
soft,bg
rsize=1024

i I
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

Mount Access Permission: the /etc/exports File

The file /etc/exports is used by the server’s MOUNT protocol daemon to check client
access to filesystems. The format of the file is <filesystem> <access-list>. If the access list is
empty the filesystem is exported to everyone. The access-list consists of machine names and
netgroups. Netgroups are like mail aliases, a single name refers to a group of machines. The
netgroups database is accessed through the Yellow Pages. Below is and example
/ete/exports file from a server.

(filesystem access-list)

/usr
/usr/release
/usr/misc
/usr/local
/usr/krypton
/usr/3.0/usr/src
/usr/src/pe

argon krypton

argon krypton phoenix sundae
systems
pc-users
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Appendix 2

Below are the server NFS and RPC statistics collected from a typical server at Sun. Statistics
are collected automatically each night, using the nfsstat command, and sent to a list of system
administrators. The statistics are useful for load balancing and detecting network problems.
Note that 1499689 calls/day = 62487 calls/hour = 17 calls/second, average over twenty four
hours for one serverl

Server rpc:
calls badcalls     nullrecv     badlen xdrcall
1499688 0 0 0 0

Server nfs:
calls
1499688

null
0 O%

read
452090 30%

link
683 0%

badcalls
0

getattr
79897 5%

wreath6
o o%

symlink
83 o~

setattr
708 0%

write
50151 3%

mkdir
I 0%

root
0 O%

create
25394

rmdir
1 0%

1%

lookup
760709 50%

remove
5605 0%

readdir
6960 0%

readlink
116712 7%

rename
687 0%

fsstat
7 0%

Vol 8 No 5 110 AUUGN



Appendix 3

Sun Protocols in the ISO Open Systems Interconnect Model

7 Application

6 Presentation

5 Session

4 Transport

3 Network

2 Data Link

1 Physical

Sun’s Native Architecture
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ABSTRACT

The design and implementation of a shared libraries facility for Sun’s implemen-
tation of the UNIX~f operating system (SunOS) is descdhed. Shared libraries extend
the resource utilitization benefits obtained from sharing code between processes run-
ning the same program to processes running different programs by sharing the libraries
common to them.

In this design, shared libraries are viewed as the result of the application of
several more basic system mechanisms, specifically

¯ kernel-supplied facilities for file-mapping and "copy-on-write" sharing;

¯ a revised link editor supporting dynamic binding; and
®    compiler and assembler changes to generate position-independent code.

The use of these mechanisms is transparent to applications code and build pro-
cedures, and also to library source code written in higher-level languages. Details of
the use and operation of the mechanism are provided, together with the policies by
which they are applied to create a system with shared libraries. Early experiences and
future plans are summarized.

1. Introduction

The UNIX operating system has long achieved efficiencies in memory utilization through sharing a
single physical copy of the text (code) of a given program among all processes that execute it. How-
ever, a program text usually contains copies of routines from one or more libraries, and occasionally a
program consists mostly of library routines. Considering that virtually every program makes use of rou-
tines such as prin~f(3), then at any given time there are as many copies of these routines competing for
system resources as there are different active programs.

In an environment containing single-user systems, such as workstations, the likelihood of achiev-
ing much benefit from sharing multiple copies of entire programs seems small. As the number of pro-
grams in a system increases (a guaranteed attribute of each new system release), so does the waste in
file storage resources containing yet more copies of common library routines. Thus, there is increasing
motivation to extend the benefits of sharing to processes executing different programs, by sharing the
libraries common to them.

This paper describes the design and implementation of a shared libraries facility for Sun’s imple-
mentation of the UNIX operating system, SunOS. We discuss our goals for such a facility, our approach

UNIX is a trademark of Bell Laboratories.
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to its design and implementation, and our plans for its use. We also discuss our early experiences, and
our plans for the future.

2. Goals

Most of our goals were driven by a desire to have a facility that was as simple to use and evolve
as possible. We also wanted to provide mechanisms that were as flexible as possible, so that the work
we performed could he used to support other activities and projects. Providing mechanisms with great
apparent simplicity would also help motivate their use. To that end, we arrived at the following specific
goals:

Minimize kernel support. Clearly, any support we put in the kernel would be very inflexi-
ble, and further complicate an already complex environment. We considered an ideal situa-
tion to be one involving no kernel changes.
Do not req~re shared libraries. Although we might make the use of shared libraries the
default system behavior, we felt we could not require their use or otherwise build funda-
mental assumptions requiring them into other system components.
Minimize new burdens. The introduction of any new facility creates the potential for new
burdens to be imposed upon its users. To minimize these, we decided how shared libraries
should impact various groups:
o Application programmers: The use of shared libraries must be transparent to applica-

tion source code, program build procedures, and the use of standard utilities such as
debuggers. It was also considered desirable to be able to use existing object files.

o    Library programmers: That a body of library code is to be built as a shared library

must also be transparent to its source code. However, it need not be transparent to the
procedures used to build the library, and such a goal appeared contradictory in any
case - someone has to decide that a shared library will be built. The goal to not
change library source was a direct consequence of not having the resources to change
the large amount of library code already in existence. Even source alterations such as
those used with System V shared libraries [ARNO 86] appeared more than we wished to
do.

o Administrative: There should be no requirement to administer and coordinate the
allocation of address space. Libraries should be able to evolve and be updated
without requiring rebuilding of the programs that used them as long as ~their interfaces
are compatible, and mechanisms would have to be available to handle interface
changes.

Improve the envh-onmenL Where possible, we wanted our changes to provide functional
benefits beyond the resource utilization ones we expected. This included having a great deal
of flexibility in easily testing updates to libraries.

Performance. Shared libraries represents a classic time vs. space trade-off opportunity. We
were deferring the work of incorporating library code into an address space in order to save
both secondary and primary storage space. Thus, we expected to pay a time penalty in pro-
grams using shared libraries. However, the expectation was that ff sharing of library code
really occurred, then the I/O (real) time required to bring in a program and get it executing
would be greatly reduced. As long as the CPU time required to merge the program and its
libraries did not exceed the I/O time we saved, the apparent performance would be the same
or potentially even better. This approach fails ff sharing does not occur, or ff the system is
CPU saturated already.

Even though a moderate cut in I/O time offers a large window for computation, we felt that
an attempt to equal the performance of current systems was unrealistic, and instead set two
performance goals permitting a limited degradation in CPU performance for programs that
used shared libraries. These goals were:
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o _< 10% for programs not dominated by start-up costs; and
o ~ 50% for programs that were dominated by start-up costs.

A program was considered to be dominated by start-up costs if it took less than half a
second to execute on a Sun-3/75.

3. Approach

Given our goals for flexibility, the most productive approach was not to build a mechanism
specific to shared libraries. Rather, by abstracting the general properties we required of shared libraries
and providing mechanisms to deliver those properties directly, we hoped to achieve the sought-for bene-
fits and flexibility to address the needs of other projects. The mechanisms we chose were:

a high degree of memory sharing of general objects (e.g., files) at a fine level of granularity
(pages);

¯ a revised system link editor (Id) that supports dynamic loading and binding; and

¯ compiler changes to generate position-independent code (PIC) that need not be relocated for
use in different address space arrangements and thus may be directly shared.

3.1. Memory Sharing

The mechanism that provides our memory sharing is a new Virtual Memory (VM) system for
SunOS. Although more completely described elsewhere [OINO 87], the principal features of the new sys-
tem include:

file mapping as its principal mechanism, accessed by programs through the mmap(2) system
call;

¯ sharing at the granularity of a file page; and

¯ a per-page copy-on-write facility to allow run-time modification of a shared object without
affecting other users of the object.

The new VM system uses these features internally, so that the act of exec’ing a program is
reduced to the establishment of copy-on-write mappings to the file containing the program. A "shared
library" is added to the address space in exactly the same way, using the general file mapping mechan-
ism. The use of files in this way originated with MULTICS [OROA 72], and the use of file page map-
ping to incorporate library support at execution time was established with TENEX [MURP 72] and its
evolution as Digital Equipment’s TOPS-20. Comparable approaches have been applied with UNIX-based
systems as described in [sz~ 86] and [DOWN 84].

3.2. New M

The changes to /d reflect an observation that the activities that must occur to execute a program
with shared libraries are nodifferent than those to execute one without them, at least conceptually. All
that has really changed is when, and over what scope of material, those activities occur. Conceptually,
ld has been tumed into a more general facility available at various times in the life of a program (in
perhaps different guises) to perform its link editing function.

The old ld built all programs statically. Executable (a.out) files contained complete programs,
including copies of necessary library routines. Executables were created by link editing the program in
(usually) a single batch operation using ld. ld would refuse to build an incomplete executable file.

The new ld will build "incomplete" a.out files, deferring the incorporation of certain object files
until some later time (generally program execution). These deferred link editing operations employ the
system’s memory management facilities to map to and thus share these objects directly. A "shared
library" is simply the code and data constituting a library built as such a shared object (.so) file. A .so
is simply one of these "incomplete" a.out files that lacks an entry point. It should be noted that a .so
file can be any object, a "library" is simply one of many possible semantic uses for it.

As previously noted, dynamic link editing is still essentially the same operation as static link edit-
ing, but occurring at a different time. A rink editing operation effects some change to either the material
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being added, or that to which it is added, or more likely both. However, when an object is changed as
the result of such processing, it can no longer be shared with other users of the object, as the change is
unlikely to be useful to any program other than the one in which it occurs. Such changes are accommo-
dated automatically by the VM system, using its copy-on-write facilities to create per-process private
copies of the pages of the file the process attempts to modify. Thus, the extent of the changes a link
edit performs affects the dogi� to which sharing can occur.

Although a dynamic link edit operation may impact the degree to which sharing can occur in a
system, it does not affect the correctness of the resulting program. A strong characteristic of our
approach is this separation between "right and wrong" vs. "good and bad". Almost any legitimate
combination of objects can be link edited into a program at any time (e.g., there are very few "wrong"
combinations), but those that maximize sharing will be "best".

3.3. PIC

In the previous section it was observed that code that minimizes the amount of dynamic link edit-
ing promotes sharing and is thus "best". To increase the prospects for having the "best" code, we
changed our C compiler to optionally generate position.independent code (PIC). PIC needs link editing
only to relocate references to objects external to the body of code that has been butt as PIC, and is thus
more sharable. Again, it is not necessary to have PIC, just better.

However, PIC programs will be slower than non-PIC ones. To localize the link editing for refer-
ences to global objects, the code refers to such objects indirectly through linkage tables. The specific
amount of degradation is a function of the number of dynamic references to global objects.

Mechanisms
The previous section provided an overview of the approach we have employed, and briefly identi-

fied the mechanisms we would use. With this background, we describe the mechanisms in greater
detail.

4.1. Compiler Changes

The C compiler has been altered to take a new option (.pic) that causes it to generate PIC. When
.pic is specified, the code generated by the compiler changes in the following ways:

® Each function prologue is extended to include the initialization of a register that is used as
the base address of a linkage table to global objects, this table is called the global offset
table (GOT). For the Motorola 680x0 used in Sun’s workstations, this code is:

movl #__GLOBAL_OFFSET_TABLE,a5 [ Get offset to GOT
lea pc@ (0,a5:L),a5 [ Get absolute address

which computes the absolute address of the GOT associated with this function based on a
PC-relative offset from the function prologue to the table. The register a5 is unavailable
for the life of the function, and is one of those that the compiler expects called functions to
preserve.

® Each reference to a global data object is generated as a dereference of a pointer in the GOT.
For example, a reference to the external integer errno in C is generated as:

movl a5@(_errno:w),a0 I Get address of _errno
movl a0@,d0 [ Get contents

Currently, the code generation scheme for static data objects is identical to that used for glo-
bals. This represents an area for future optimization work.

Each function call is generated as an assembler pseudo-operation including a "free regis-
ter", for example:

jbsr _foo, a0                             I _foo ()

for an expression involving a call to the function foo. The assembler will, if _foo is
undefined to it, expand the pseudo-operation to an instruction sequence that involves loading
a PC-relative reference to an entry in a procedure linkage table into the "free register", and
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then issuing a subroutine call instruction involving the PC in the calculation of the effective
address.

The code sequences generated for the 680x0 assume that the linkage tables are of a limited size,
specifically no larger than 64K bytes. In the event the tables require a larger size, the compiler
can be coerced into generating more clumsy code sequences permitting linkage tables to a full 32
bits in size (by expressing .plc as -PIC). However, we have yet to find a program that requires
the use of this option.

4.2. Assembler Changes

The code generated by the compiler with the .plc option requires support from the assembler. The
support required is that the assembler generate some new relocation information for certain constructs,
and a change in interpretation for some syntactic forms. This support is enabled by the assembler flag
.k, and is generated automatically by the C compiler driver when invoking the assembler for a compila-
tion that contained the .pic or -PIC options.

When assembling a module with the .k flag enabled, the assembler:
interprets a relocatable expression in an operand involving an "immediate" addressing
mode as a PC-relative reference to any symbol involved and generates a PC-relative reloca-
tion record for the expression;
interprets symbolic relocatable expressions in operands involving base-register relative
addressing as a reference to the GOT entry for the symbol and generates a relocation record
indicating such; and

generates a "procedure call" relocation type for all :~bsr pseudo-operations it assembles.
It should be noted that although examples have been provided using an assembler for the 680x0 proces-
sor employed in Sun workstations, the requirements for these special relocation types are architecture
independent.

4.3. Link Editor changes

The most extensive changes have been performed to the link editor, Id. These not only include
changes to the batch form of the link editor (embodied as ld), but also the creation of an execution-time
version ( ld.so ).

4.3.1. Batch link editor (M)
The batch link editor, ld, combines a variety of module types to produce an a.out file. How that

a.out file can be used is very much dependent on what Id can determine to do with the information it
has been fed. Whereas the previous version of ld had to determine everything about a program, the new
version simply stops working when it runs out of information on the assumption that later events will
provide more.

Id’s output can be one of two basic types, including:

a "simple object" (.o file), produced by simply combining other .o’s into a single, larger
one (.r flag);

an "executable" (a.out), which is is either a "program" (has an entry point) or a shared
object (.so) (does not have an entry point).

The production of a .o file through the use of the -r flag is a special use of M that, while useful, is not
relevant to the issues being discussed and will not be considered further.

Exactly what gets produced depends on what ld was fed in the way of input files and command
line options, ld will process the following kinds of input files:

~ simple object files, .o’s;

~ archives, .a’s, conglomerates of simple objects and also referred to as libraries; and
¯ shared objects, .so’s, also known as dynamically bound executables and sometimes called

shared libraries.
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